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= Boeing hit by WannaCry virus, but says attack caused little damage

= High Sierra (10.13) Plaintext Password
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= Cisco Removes Backdoor Account from IOS XE Software

= Klara Malware Scanner

= FBIdidn't fully know its own capabilities during showdown with Apple

= Monero-Mining HiddenMiner Android Malware Can Potentially Cause Device Failure

= New document exploit builder used to distribute The Trick, Formbook, Loki Bot and other malware

= The Risks of Mobile Work

= How the UK police can secretly download everything from your mobile phone

= Total Meltdown?

= VPN Web RTC Leak

= 2018 Bad Bot Report

= jiOS camera QR code URL parser bug

= Quick summary about the Port 8291 scan

= New Spyware Company 'Grey Heron' Is Linked to Hacking Team

= Uber stops AV testing "indefinitely" in California, Pennsylvania, and Toronto

= CIA's in-house board games can now be yours thanks to FOIA request

= Who and What Is Coinhive?

= Threat Landscape for Industrial Automation Systems in H2 2017

= Experts uncovered a watering hole attack on leading Hong Kong Telecom Site exploiting CVE-2018-
4878 flaw

=  Forgot About Default Accounts? No Worries, GoScanSSH Didn't
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= Preventing the Next Ransomware Attack

= MASTERMIND BEHIND EUR 1 BILLION CYBER BANK ROBBERY ARRESTED IN SPAIN
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https://www.seattletimes.com/business/boeing-aerospace/boeing-hit-by-wannacry-virus-fears-it-could-cripple-some-jet-production/
https://www.mac4n6.com/blog/2018/3/21/uh-oh-unified-logs-in-high-sierra-1013-show-plaintext-password-for-apfs-encrypted-external-volumes-via-disk-utilityapp
https://tools.cisco.com/security/center/viewErp.x?alertId=ERP-66682
https://securelist.com/your-new-friend-klara/85046/
https://arstechnica.com/tech-policy/2018/03/fbi-didnt-try-hard-enough-to-crack-iphone-before-taking-apple-to-court/
https://blog.trendmicro.com/trendlabs-security-intelligence/monero-mining-hiddenminer-android-malware-can-potentially-cause-device-failure/
https://www.proofpoint.com/us/threat-insight/post/unraveling-ThreadKit-new-document-exploit-builder-distribute-The-Trick-Formbook-Loki-Bot-malware
https://www.ipass.com/mobile-security-report/
https://privacyinternational.org/sites/default/files/2018-03/Digital Stop and Search Report.pdf
https://blog.frizk.net/2018/03/total-meltdown.html
https://voidsec.com/vpn-leak/
https://resources.distilnetworks.com/whitepapers/2018-bad-bot-report
https://infosec.rm-it.de/2018/03/24/ios-camera-qr-code-url-parser-bug/
https://blog.netlab.360.com/quick-summary-port-8291-scan-en/
https://motherboard.vice.com/en_us/article/bjpnad/grey-heron-hacking-team
https://www.documentcloud.org/documents/4424805-Uber-Letter-Mr-Austin-Heyworth-March-27-2018.html
https://arstechnica.com/gaming/2018/03/cias-in-house-board-games-can-now-be-yours-thanks-to-an-foia-request/
https://krebsonsecurity.com/2018/03/who-and-what-is-coinhive/
https://securelist.com/threat-landscape-for-industrial-automation-systems-in-h2-2017/85053/
https://securityaffairs.co/wordpress/70691/hacking/watering-hole-cve-2018-4878.html
http://blog.talosintelligence.com/2018/03/goscanssh-analysis.html
https://www.infosecurity-magazine.com/opinions/preventing-next-ransomware-attack/
https://www.europol.europa.eu/newsroom/news/mastermind-behind-eur-1-billion-cyber-bank-robbery-arrested-in-spain
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Facebook scraped call, text message data for years from Android phones

Yes, Cops Are Now Opening iPhones With Dead People's Fingerprints
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San Diego Sues Experian Over ID Theft Service

The Transport Layer Security (TLS) Protocol Version 1.3 approved

Nine Iranians Charged in Massive Hacking Campaign on Behalf of Iran Government

Cryptocurrency Miner Distributed via PHP Weathermap Vulnerability, Targets Linux Servers

Lone DNC Hacker' Guccifer 2.0 Slipped Up and Revealed He Was a Russian Intelligence Officer

City of Atlanta IT Systems Hit by SamSam Ransomware

Bug de privacidade do iOS faz a Siri

Americans Spent $1.4B on Credit Freeze Fees in Wake of Equifax Breach

Understanding the cyber risks impacts

GhostMiner: Cryptomining Malware Goes Fileless

Drupal 7 and 8 core highly critical release on March 28th

Launching the Netflix Public Bug Bounty Program

Child pornography in cryptocurrency Bitcoin's blockchain

TeleRAT: Another Android Trojan Leveraging Telegram's Bot API to Target Iranian Users

loT Security Spending to Top $1.5 Billion This Year

Puerto Rico power utility hacked but customer data not at risk

Zuckerberg: Cambridge Analytica leak a "breach of trust" with users

Cambridge Analytica used self-destructing email

15-Year-old Finds Flaw in Ledger Crypto Wallet

Windows Remote Assistance XXE vulnerability
TELEGRAM ORDERED TO HAND OVER ENCRYPTION KEYS TO RUSSIAN AUTHORITIES

U.S. bans transactions with Venezuela's digital currency Petro

GrayKey iPhone unlocker poses serious security concerns

AMD Confirms Vulnerabilities

Frost Bank announced that it has suffered a data breach

Campaign Possibly Connected to "MuddyWater" Surfaces in the Middle East and Central Asia

Cambridge Analytica Under Fire for Data Harvesting
FACEBOOK DATA PRIVACY POLICIES BASHED BY CRITICS AFTER CAMBRIDGE ANALYTICA INCIDENT

Cambridge Analytica responds to Facebook announcement
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https://arstechnica.com/information-technology/2018/03/facebook-scraped-call-text-message-data-for-years-from-android-phones/
https://www.forbes.com/sites/thomasbrewster/2018/03/22/yes-cops-are-now-opening-iphones-with-dead-peoples-fingerprints/#2d55a790393e
https://krebsonsecurity.com/2018/03/san-diego-sues-experian-over-id-theft-service/
https://datatracker.ietf.org/doc/draft-ietf-tls-tls13/
https://www.fbi.gov/news/stories/nine-iranians-charged-in-hacking-scheme-032318
https://blog.trendmicro.com/trendlabs-security-intelligence/cryptocurrency-miner-distributed-via-php-weathermap-vulnerability-targets-linux-servers/
https://www.thedailybeast.com/exclusive-lone-dnc-hacker-guccifer-20-slipped-up-and-revealed-he-was-a-russian-intelligence-officer
https://twitter.com/Cityofatlanta/status/976864741145694208/photo/1?ref_src=twsrc^tfw&ref_url=https://www.11alive.com/article/news/local/sources-city-of-atlanta-systems-hit-with-cyber-attack-demanding-ransom/85-530947288
https://macmagazine.com.br/2018/03/20/bug-de-privacidade-do-ios-faz-a-siri-ler-notificacoes-escondidas-na-tela-bloqueada/
https://krebsonsecurity.com/2018/03/survey-americans-spent-1-4b-on-credit-freeze-fees-in-wake-of-equifax-breach/
https://www.securityforum.org/research/threat-horizon-2s-start-to-shake/
https://blog.minerva-labs.com/ghostminer-cryptomining-malware-goes-fileless
https://www.drupal.org/psa-2018-001
https://bugcrowd.com/netflix
https://fc18.ifca.ai/preproceedings/6.pdf
https://researchcenter.paloaltonetworks.com/2018/03/unit42-telerat-another-android-trojan-leveraging-telegrams-bot-api-to-target-iranian-users/
https://www.infosecurity-magazine.com/news/iot-security-spending-to-top-15/
https://www.reuters.com/article/us-usa-puertorico-cyberattack/puerto-rico-power-utility-hacked-but-customer-data-not-at-risk-idUSKBN1GV30A
https://arstechnica.com/tech-policy/2018/03/zuckerberg-cambridge-analytica-leak-a-breach-of-trust-with-users/
https://mashable.com/2018/03/20/cambridge-analytica-protonmail-erasing-email/#nAYkePmLRqq2
https://krebsonsecurity.com/2018/03/15-year-old-finds-flaw-in-ledger-crypto-wallet/#more-43000
https://krbtgt.pw/windows-remote-assistance-xxe-vulnerability/
https://threatpost.com/telegram-ordered-to-hand-over-encryption-keys-to-russian-authorities/130581/
https://www.reuters.com/article/uk-crypto-currencies-venezuela-usa/u-s-bans-transactions-with-venezuelas-digital-currency-idUSKBN1GV2AX
https://blog.malwarebytes.com/security-world/2018/03/graykey-iphone-unlocker-poses-serious-security-concerns/
https://community.amd.com/community/amd-corporate/blog/2018/03/20/initial-amd-technical-assessment-of-cts-labs-research
https://www.frostbank.com/newsroom/03-16-2018
https://blog.trendmicro.com/trendlabs-security-intelligence/campaign-possibly-connected-muddywater-surfaces-middle-east-central-asia/
https://www.infosecurity-magazine.com/news/cambridge-analytica-data-harvesting/
https://threatpost.com/facebook-data-privacy-policies-bashed-by-critics-after-cambridge-analytica-incident/130538/
https://ca-political.com/news/cambridge-analytica-responds-facebook-announcement
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Coverity Scan code checker's systems crypto-jacked to run cheeky mining op

Changing the Way the World Works: IBM Research's "5 in 5"

HACKERS ARE SO FED UP WITH TWITTER BOTS THEY'RE HUNTING THEM DOWN THEMSELVES
MikroTik RouterOS SMB Buffer Overflow
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Guest Accounts Gain Full Access on Chrome RDP

The Linux Foundation Announces an Open Source Reference Hypervisor Project Designed for loT
Device Development

Speculative Execution Bounty Launch

This Is What Happens When Bitcoin Miners Take Over Your Town
PWN20OWN 2018: DAY ONE RESULTS AND MASTER OF PWN
PWN20OWN 2018: DAY TWO RESULTS AND MASTER OF PWN

Who Is Afraid of More Spams and Scams?

Walmart jewelry partner exposed 1.3 million customer details

Workstation and Fusion updates address a denial-of-service vulnerability

Master password in Firefox or Thunderbird? Do not bother!

Author of Polski, Vortex, and Flotera Ransomware Families Arrested in Poland

Hacker Adrian Lamo dies at 37

Hacking SAP CRM

Rush to the Cloud Risks Security Breaches

Google Moves to Ban Ads for Cryptocurrency

Goodfellas, the Brazilian carding scene is after you

Microsoft Security Intelligence Report

Severe Security Advisory on AMD Processors

ABUSING TEXT EDITORS VIA THIRD-PARTY PLUGINS

Scarlett Johansson PostgreSQL malware attack

VPN Leaks Found on 3 Major VPNs...

Severe Security Advisory on AMD Processors

Poisoned peer-to-peer app kicked off Dofoil coin miner outbreak

Gwent Police investigated for hiding potential hack

A LOOK INTO QRYPTER, ADWIND'S MAJOR RIVAL IN THE CROSS-PLATFORM MAAS MARKET
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https://www.theregister.co.uk/2018/03/19/coverity_scan_cryptomining/
https://www.ibm.com/blogs/research/2018/03/ibm-research-5-in-5-2018/
https://theintercept.com/2018/03/16/twitter-bot-detector-software/
https://www.coresecurity.com/advisories/mikrotik-routeros-smb-buffer-overflow
https://research.checkpoint.com/guest-accounts-gain-full-access-chrome-rdp/
https://www.linuxfoundation.org/press-release/the-linux-foundation-announces-an-open-source-reference-hypervisor-project-designed-for-iot-device-development/
https://blogs.technet.microsoft.com/msrc/2018/03/14/speculative-execution-bounty-launch/
https://www.politico.com/magazine/story/2018/03/09/bitcoin-mining-energy-prices-smalltown-feature-217230
https://www.zerodayinitiative.com/blog/2018/3/14/pwn2own-2018-results-from-day-one
https://www.zerodayinitiative.com/blog/2018/3/15/pwn2own-2018-day-two-results-and-master-of-pwn
https://krebsonsecurity.com/2018/03/who-is-afraid-of-more-spams-and-scams/
https://mackeepersecurity.com/post/walmart-jewelry-partner-exposed-millions-customer-details
https://www.vmware.com/security/advisories/VMSA-2018-0008.html
https://palant.de/2018/03/10/master-password-in-firefox-or-thunderbird-do-not-bother
https://www.bleepingcomputer.com/news/security/author-of-polski-vortex-and-flotera-ransomware-families-arrested-in-poland/
http://www.zdnet.com/article/adrian-lamo-hacker-dies/
https://youtu.be/g3ItUybIU0g
https://www.infosecurity-magazine.com/news/rush-to-the-cloud-risks-security/
https://support.google.com/adwordspolicy/answer/7648803?hl=en&ref_topic=29265
https://securelist.com/goodfellas-the-brazilian-carding-scene-is-after-you/84263/
http://download.microsoft.com/download/F/C/4/FC41DE26-E641-4A20-AE5B-E38A28368433/Security_Intelligence_Report_Volume_22.pdf
https://safefirmware.com/amdflaws_whitepaper.pdf
https://go.safebreach.com/rs/535-IXZ-934/images/Abusing_Text_Editors.pdf
https://www.imperva.com/blog/2018/03/deep-dive-database-attacks-scarlett-johanssons-picture-used-for-crypto-mining-on-postgre-database/
https://www.vpnmentor.com/blog/vpn-leaks-found-3-major-vpns-3-tested/
https://safefirmware.com/amdflaws_whitepaper.pdf
https://cloudblogs.microsoft.com/microsoftsecure/2018/03/13/poisoned-peer-to-peer-app-kicked-off-dofoil-coin-miner-outbreak/
https://news.sky.com/story/gwent-police-investigated-for-hiding-potential-hack-11287980
https://blogs.forcepoint.com/security-labs/look-qrypter-adwind%E2%80%99s-major-rival-cross-platform-maas-market
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OceanlLotus Old techniques,new backdoor
NEW POS MALWARE PINKKITE TAKES FLIGHT
Exploiting Authentication in Microsoft Remote Desktop Protocol (MS-RDP) (CVE-2018-0886)

Microsoft Removes Antivirus Registry Key Check for Windows 10 Users
SAP Security Patch Day - March 2018

Samba 4.7.6, 4.6.14 and 4.5.16 Security Releases Available for Download
Researchers say they've found 13 flaws in AMD

THE MARCH 2018 SECURITY UPDATE REVIEW

Opened doors in medical networks

LinkedIn Updates Policies for GDPR Compliance

APT15 is alive and strong: An analysis of RoyalCli and RoyalDNS

Data Exfiltration Technigue Steals Data From PCs Using Speakers, Headphones

Somebody's watching! When cameras are more than just 'smart'

A Surreptitious Cryptocurrency Miner in the Mac App Store?

CCLEANER ATTACKERS INTENDED TO DEPLOY KEYLOGGER IN THIRD STAGE

The South America connection and the leadership on ATM Malware development
MOSQUITO Attack Allows Air-Gapped Computers to Covertly Exchange Data

Cyber-espionage
Zero Day Initiative - PWN20OWN
New Cryptojacking Attack Powered by Redis and NSA Exploits

Australian crims used modified BlackBerry handsets

Search Data Security Breaches - State of California Department of Justice

New traces of Hacking Team in the wild

VULNERABILITY IN ROBOTS CAN LEAD TO COSTLY RANSOMWARE ATTACKS
Masha and these Bears

The Slingshot APT FAQ

Malware Analysis Report

Chief of the group who stole 860,000 euros arrested

Bypass Microsoft Code Integrity Guard (CIG)

Memfixed Mitigation Tool
LEAKED FILES SHOW HOW THE NSA TRACKS OTHER COUNTRIES' HACKERS

Cisco Prime Collaboration Provisioning Hard-Coded Password Vulnerability
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https://www.welivesecurity.com/wp-content/uploads/2018/03/ESET_OceanLotus.pdf
https://threatpost.com/new-pos-malware-pinkkite-takes-flight/130428/
https://www.preempt.com/video/exploiting-authentication-in-microsoft-remote-desktop-protocol-ms-rdp-cve-2018-0886/
https://support.microsoft.com/en-us/help/4072699/windows-security-updates-and-antivirus-software
https://blogs.sap.com/2018/03/13/sap-security-patch-day-march-2018/
https://lists.samba.org/archive/samba-announce/2018/000435.html
https://www.cnet.com/g00/news/amd-has-a-spectre-meltdown-like-security-flaw-of-its-own/?i10c.encReferrer=&i10c.ua=1&i10c.dv=13
https://www.zerodayinitiative.com/blog/2018/3/13/the-march-2018-security-update-review
https://securelist.com/time-of-death-connected-medicine/84315/
https://blog.linkedin.com/2018/march/8/updates-to-our-terms-of-service
https://www.nccgroup.trust/uk/about-us/newsroom-and-events/blogs/2018/march/apt15-is-alive-and-strong-an-analysis-of-royalcli-and-royaldns/
https://www.bleepingcomputer.com/news/security/data-exfiltration-technique-steals-data-from-pcs-using-speakers-headphones/
https://securelist.com/somebodys-watching-when-cameras-are-more-than-just-smart/84309/
https://objective-see.com/blog/blog_0x2B.html
https://threatpost.com/ccleaner-attackers-intended-to-deploy-keylogger-in-third-stage/130358/
http://securityaffairs.co/wordpress/70151/cyber-crime/latam-paradise-atm-malware.html
https://arxiv.org/pdf/1803.03422.pdf
https://www.crysys.hu/files/tedi/ukatemicrysys_territorialdispute.pdf
https://www.zerodayinitiative.com/Pwn2Own2018Rules.html
https://www.imperva.com/blog/2018/03/rediswannamine-new-redis-nsa-powered-cryptojacking-attack/
http://www.zdnet.com/article/australian-crims-used-half-of-the-phantom-secure-modified-blackberry-handsets/
https://oag.ca.gov/privacy/databreach/list
https://www.welivesecurity.com/2018/03/09/new-traces-hacking-team-wild/
https://threatpost.com/vulnerability-in-robots-can-lead-to-costly-ransomware-attacks/130245/
https://securelist.com/masha-and-these-bears/84311/
https://securelist.com/apt-slingshot/84312/
https://www.us-cert.gov/sites/default/files/publications/MAR-10135536-B_WHITE.PDF
https://tech2.org/romania/chief-of-the-group-who-stole-860-euros-one-night-from-the-bank-raiffeisen-bank-arrested/
http://blog.morphisec.com/new-method-to-bypass-microsoft-cig
https://github.com/649/Memfixed-Mitigation-Tool
https://theintercept.com/2018/03/06/leaked-files-show-how-nsa-tracks-other-countries-hackers/
https://tools.cisco.com/security/center/publicationListing.x?product=Cisco&sort=-day_sir#~Vulnerabilities
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Group-IB supports operations to arrest gang for conducting massive DDoS attacks

Look-Alike Domains and Visual Confusion

Olympic Destroyer Takes Aim At Winter Olympics

The devil's in the Rich header

Microsoft Stops Malware Campaign

Australian government seeking digital identity credential-proofing

FBI again calls for magical solution to break into encrypted phones

For the second time in two weeks, CDTA shut down 2,000 computers

Critical error shuts down Oculus headsets worldwide

RCE flaw in Exim MTA affects email servers online

Android Security Bulletin

DoD backs off cloud contract with Amazon partner worth nearly S1 billion

SgxPectre attack allows to reveal the content of the SGX enclave

Mining is the new black

Attacks on 4G LTE networks

Applebee restaurants suffered payment card breach

CVE-2017-8046: RCE in PATCH requests in Spring Data REST

MEMCACHED-FUELED 1.3 TBPS ATTACKS

NIS America Suffers Card Breach, Offers Store Credit

Is Your Network's DNS Plumbing Leaky?

Github - DDoS Incident Report

loT hack: how to break a smart home...again

Germany admits hackers infiltrated federal ministries, Russian group suspected

RTORRENT CLIENT EXPLOITED IN THE WILD TO DEPLOY MONERO CRYPTO-MINER

HPE iLO3 Unauthenticated Remote DoS

Computer Virus Hits Tim Hortons Locations, Causing Closures
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https://www.group-ib.com/media/gib-ads/
https://krebsonsecurity.com/2018/03/look-alike-domains-and-visual-confusion/#more-42636
http://blog.talosintelligence.com/2018/02/olympic-destroyer.html
https://securelist.com/the-devils-in-the-rich-header/84348/
https://cloudblogs.microsoft.com/microsoftsecure/2018/03/07/behavior-monitoring-combined-with-machine-learning-spoils-a-massive-dofoil-coin-mining-campaign/
http://www.zdnet.com/article/australian-government-seeking-digital-identity-credential-proofing/
https://arstechnica.com/tech-policy/2018/03/fbi-again-calls-for-magical-solution-to-break-into-encrypted-phones/
http://securityaffairs.co/wordpress/69946/cyber-crime/cdot-second-ransomware-attack.html
https://arstechnica.com/gadgets/2018/03/oculus-rift-runtime-service-error/
https://www.shodan.io/report/Y5ShqkkX
https://source.android.com/security/bulletin/2018-03-01#media-framework
https://www.defensenews.com/it-networks/2018/03/05/dod-backs-off-cloud-contract-with-amazon-worth-nearly-1-billion/
https://youtu.be/dOJgPNovFZo
https://securelist.com/mining-is-the-new-black/84232/
http://wp.internetsociety.org/ndss/wp-content/uploads/sites/25/2018/02/ndss2018_02A-3_Hussain_paper.pdf
https://www.rmhfranchise.com/dataincident/
https://pivotal.io/security/cve-2017-8046
https://blogs.akamai.com/2018/03/memcached-fueled-13-tbps-attacks.html
https://www.resetera.com/threads/nisa-online-store-data-breach.26440/
https://www.fidelissecurity.com/threatgeek/2018/03/your-networks-dns-plumbing-leaky
https://githubengineering.com/ddos-incident-report/
https://securelist.com/iot-hack-how-to-break-a-smart-home-again/84092/
http://www.dw.com/en/germany-admits-hackers-infiltrated-federal-ministries-russian-group-suspected/a-42775517
https://f5.com/labs/articles/threat-intelligence/malware/rtorrent-client-exploited-in-the-wild-to-deploy-monero-crypto-miner
https://blog.rapid7.com/2018/03/01/r7-2017-27-cve-2017-8987-hpe-ilo3-unauthenticated-remote-dos-fixed/
http://www.huffingtonpost.ca/2018/02/27/tim-hortons-virus-malware_a_23372458/
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