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▪ May-2018 |(0Day) Microsoft Windows JScript Error Object Use-After-Free Remote Code Execution Vulnerability

▪ May-2018 | Announcing the May 2018 Git Security Vulnerability

▪ May-2018 | New Brazilian Banking Trojan MnuBot Discovered

▪ May-2018 | Trojan watch

▪ May-2018 | Multiple Vulnerabilities found in IBM QRadar

▪ May-2018 | Remote Authentication GeoFeasibility Tool - GeoLogonalyzer

▪ May-2018 | Will the Real Joker's Stash Come Forward?

▪ May-2018 | Taylor cryptocurrency: we've been hacked and we need your support

▪ May-2018 | BMO Financial Group Issues Statement

▪ May-2018 | Simplii Financial Advises Clients of Potential Security

▪ May-2018 | EOS Node Remote Code Execution Vulnerability

▪ May-2018 | ForgotDoor: Routers in Singapore accidentally give complete access to potential IoT attackers

▪ May-2018 | DDOS ATTACKS AGAIN TARGET DUTCH BANKS

▪ May-2018 | FBI: Kindly Reboot Your Router Now, Please

▪ May-2018 | 2018 Fraud World Cup

▪ May-2018 | Hackers Post Protest Messages On Mashad Airport Displays

▪ May-2018 | A bug in T-Mobile site allowed anyone see any customer's account details

▪ May-2018 | Coca-Cola Suffers Breach at the Hands of Former Employee

▪ May-2018 | SEVered: Subverting AMD's Virtual Machine Encryption

▪ May-2018 | Why Is Your Location Data No Longer Private?

▪ May-2018 | Money for nothing? Cryptocurrency "giveaways" net thousands for scammers

▪ May-2018 | BackSwap malware finds innovative ways to empty bank accounts

▪ May-2018 | This algorithm can hide secret messages in regular-looking text

▪ May-2018 | Z-Shave. Exploiting Z-Wave downgrade attacks

▪ May-2018 | 3 Charged In Fatal Kansas 'Swatting' Attack

▪ May-2018 | Here's How to Download All the Data Apple Collects About You

▪ May-2018 | Amazon confirms that Echo device secretly shared user's private audio

▪ May-2018 | VPNFilter EXIF to C2 mechanism analysed

▪ May-2018 | Android devices ship with pre-installed malware

▪ May-2018 | Justice Department Announces Actions to Disrupt 28 Botnet

http://ongoingsecurity.com/
http://ongoingsecurity.com/
https://www.zerodayinitiative.com/advisories/ZDI-18-534/
https://blogs.msdn.microsoft.com/devops/2018/05/29/announcing-the-may-2018-git-security-vulnerability/
https://securityintelligence.com/new-banking-trojan-mnubot-discovered-by-ibm-x-force-research/
https://securelist.com/trojan-watch/85376/
https://blogs.securiteam.com/index.php/archives/3689
https://www.fireeye.com/blog/threat-research/2018/05/remote-authentication-geofeasibility-tool-geologonalyzer.html
https://krebsonsecurity.com/2018/05/will-the-real-jokers-stash-come-forward/
https://medium.com/smarttaylor/this-is-a-dark-day-for-taylor-ded587463da7
https://www.newswire.ca/news-releases/bmo-financial-group-issues-statement-683859701.html
https://www.newswire.ca/news-releases/simplii-financial-advises-clients-of-potential-security-issue-and-recommended-actions-to-protect-their-personal-information-683856321.html
http://blogs.360.cn/blog/eos-node-remote-code-execution-vulnerability/
https://blog.newskysecurity.com/forgotdoor-routers-in-singapore-accidentally-give-complete-access-to-potential-iot-attackers-ed60895c5042
https://nltimes.nl/2018/05/28/ddos-attacks-target-dutch-banks
https://krebsonsecurity.com/2018/05/fbi-kindly-reboot-your-router-now-please/
https://securelist.com/2018-fraud-world-cup/85878/
https://en.radiofarda.com/a/iran-hackers-post-protest-messages-mashad-airport/29250247.html
https://youtu.be/3_gd3a077RU
https://www.bleepingcomputer.com/news/security/coca-cola-suffers-breach-at-the-hands-of-former-employee/
https://arxiv.org/pdf/1805.09604.pdf
https://krebsonsecurity.com/2018/05/why-is-your-location-data-no-longer-private/
https://www.proofpoint.com/us/threat-insight/post/money-nothing-cryptocurrency-giveaways-net-thousands-scammers-0
https://www.welivesecurity.com/2018/05/25/backswap-malware-empty-bank-accounts/
https://www.digitaltrends.com/cool-tech/fontcode-embeds-messages-in-text/
https://www.pentestpartners.com/security-blog/z-shave-exploiting-z-wave-downgrade-attacks/
https://krebsonsecurity.com/2018/05/3-charged-in-fatal-kansas-swatting-attack/
https://thehackernews.com/2018/05/download-apple-account-data.html
https://arstechnica.com/gadgets/2018/05/amazon-confirms-that-echo-device-secretly-shared-users-private-audio/
https://securelist.com/vpnfilter-exif-to-c2-mechanism-analysed/85721/
https://blog.avast.com/android-devices-ship-with-pre-installed-malware
https://www.justice.gov/opa/pr/justice-department-announces-actions-disrupt-advanced-persistent-threat-28-botnet-infected
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▪ May-2018 | New Mac cryptominer uses XMRig

▪ May-2018 | New VPNFilter malware targets at least 500K networking devices worldwide

▪ May-2018 | TalkTalk Router - WPS Exploit (21 May 2018)

▪ May-2018 | Turla Mosquito: A shift towards more generic tools

▪ May-2018 | Hacker Makes Over $18 Million in Double-Spend Attack on Bitcoin Gold Network

▪ May-2018 | Backdoors in D-Link's backyard

▪ May-2018 | RESEARCHERS SAY MORE SPECTRE-RELATED CPU FLAWS ON HORIZON

▪ May-2018 | Amazon Facial Recognition Software

▪ May-2018 | I know where your pet is

▪ May-2018 | Experimental Security Assessment of BMW Cars: A Summary Report

▪ May-2018 | Mobile Giants: Please Don't Share the Where

▪ May-2018 | ZipperDown Vulnerability: 100 Million iOS Users (Not Using Zimperium) at Risk of Exploit

▪ May-2018 | Tracking Photo's Geo-location with GPS EXIF DATA - Forensic Analysis

▪ May-2018 | Parrot 4.0 is now available for download

▪ May-2018 | 3.2 million LA County 211 records exposed on misconfigured AWS S3 bucket

▪ May-2018 | Brain Food botnet gives website operators heartburn

▪ May-2018 | Report: Bank Attacks

▪ May-2018 | A Wicked Family of Bots

▪ May-2018 | Phishing Email Ironically Provides a List of Scammers You Should Avoid

▪ May-2018 | Hacked Drupal sites involved in mining campaigns, RATs distributions, scams

▪ May-2018 | $36k Google App Engine RCE

▪ May-2018 | Remote smart car hacking with just a phone

▪ May-2018 | Distributing Spyware via Comments Section of YouTube Videos

▪ May-2018 | 58% of Botnet Malware Infections Last Under a Day

▪ May-2018 | Roaming Mantis dabbles in mining and phishing multilingually

▪ May-2018 | Latin American 'Bineros' Ramping Up Fraudulent Activity

▪ May-2018 | CVE-2018-5737 (BIND 9.12)

▪ May-2018 | Judges convict crook of operating Scan4You Counter Antivirus Service

▪ May-2018 | System Management Mode Speculative Execution Attacks

http://ongoingsecurity.com/
http://ongoingsecurity.com/
https://blog.malwarebytes.com/threat-analysis/mac-threat-analysis/2018/05/new-mac-cryptominer-uses-xmrig/
https://blog.talosintelligence.com/2018/05/VPNFilter.html
https://www.indigofuzz.com/article.php?docid=talktalk1430
https://www.welivesecurity.com/2018/05/22/turla-mosquito-shift-towards-generic-tools/
https://www.bleepingcomputer.com/news/security/hacker-makes-over-18-million-in-double-spend-attack-on-bitcoin-gold-network/
https://securelist.com/backdoors-in-d-links-backyard/85530/
https://threatpost.com/researchers-say-more-spectre-related-cpu-flaws-on-horizon/132199/
https://www.aclunc.org/docs/20180522_ARD.pdf
https://securelist.com/i-know-where-your-pet-is/85600/
https://keenlab.tencent.com/en/Experimental_Security_Assessment_of_BMW_Cars_by_KeenLab.pdf
https://krebsonsecurity.com/2018/05/mobile-giants-please-dont-share-the-where/
https://blog.zimperium.com/zipperdown-vulnerability-100-million-ios-users-not-using-zimperium-risk-exploit/
https://gbhackers.com/tracking-a-photos-geolocation-with-gps-exif-data/
https://blog.parrotsec.org/parrot-4-0-release-notes/
https://thenextweb.com/security/2018/05/18/la-county-data-leak-exposes-personal-information-of-callers-to-crisis-and-abuse-line/
https://www.proofpoint.com/us/threat-insight/post/brain-food-botnet-gives-website-operators-heartburn
https://www.ptsecurity.com/upload/corporate/ww-en/analytics/Banks-attacks-2018-eng.pdf
https://www.fortinet.com/blog/threat-research/a-wicked-family-of-bots.html
https://www.bleepingcomputer.com/news/security/phishing-email-ironically-provides-a-list-of-scammers-you-should-avoid/
https://securityaffairs.co/wordpress/72745/cyber-crime/drupal-drupalgeddon-attacks.html
https://sites.google.com/site/testsitehacking/-36k-google-app-engine-rce
https://medium.com/@evstykas/remote-smart-car-hacking-with-just-a-phone-2fe7ca682162
https://gbhackers.com/youtube-videos/
https://www.bleepingcomputer.com/news/security/58-percent-of-botnet-malware-infections-last-under-a-day/
https://securelist.com/roaming-mantis-dabbles-in-mining-and-phishing-multilingually/85607/
https://www.flashpoint-intel.com/blog/bineros-ramping-up-fraud/
https://kb.isc.org/article/AA-01606/74/CVE-2018-5737:-BIND-9.12s-serve-stale-implementation-can-cause-an-assertion-failure-in-rbtdb.c-or-other-undesirable-behavior-even-if-serve-stale-is-not-enabled.html
https://securityaffairs.co/wordpress/72725/cyber-crime/scan4you-service-shutdown.html
https://blog.eclypsium.com/2018/05/17/system-management-mode-speculative-execution-attacks/
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▪ May-2018 | Notification of Urgent Security Updates to DrayTek routers

▪ May-2018 | Actor Advertises Japanese PII on Chinese Underground

▪ May-2018 | T-Mobile Employee Made Unauthorized 'SIM Swap' to Steal Instagram Account

▪ May-2018 | Crypto-Hijacker Attack Victims over 500,000 Times in 3 days

▪ May-2018 | GPON Exploit in the Wild (II) - Satori Botnet

▪ May-2018 | Scanning destination port 3333

▪ May-2018 | CryptoMiner, WinstarNssmMiner, Has Made a Fortune By Brutally Hijacking Computers

▪ May-2018 | Website leaked real-time location of most US cell phones

▪ May-2018 | LocationSmart API Vulnerability

▪ May-2018 | Nethammer:Inducing Rowhammer Faults through Network Requests

▪ May-2018 | The new Wicked Mirai botnet leverages at least three new exploits

▪ May-2018 | Cisco Digital Network Architecture Center Static Credentials Vulnerability

▪ May-2018 | Breed of MBR Infecting Ransomware - an analysis by Quick Heal Security Labs

▪ May-2018 | Hardcoded Password Found in Cisco Enterprise Software, Again

▪ May-2018 | Revealed: Ecuador spent millions on spy operation for Julian Assange

▪ May-2018 | A tale of two zero-days

▪ May-2018 | SECURITY RESEARCH REPORT

▪ May-2018 | Company used by police, prisons to find any mobile device breached (again)

▪ May-2018 | TeleGrab - Grizzly Attacks on Secure Messaging

▪ May-2018 | Building cyber resilience in airports

▪ May-2018 | RedHat: DHCP Client Script Code Execution Vulnerability - CVE-2018-1111

▪ May-2018 | New DDoS Attack Method Demands a Fresh Approach to Amplification Assault Mitigation

▪ May-2018 | Thieves suck millions out of Mexican banks in transfer heist

▪ May-2018 | Board of Control for Cricket in India (BCCI) exposed personal sensitive data

▪ May-2018 | Ex-CIA employee ID'd but not charged in Vault 7 leak of hacking tools

▪ May-2018 | Breaking S/MIME and OpenPGP Email Encryption using Exfiltration Channels

▪ May-2018 | Signal-desktop HTML tag injection

▪ May-2018 | GDPR PHISHING SCAM TARGETS APPLE ACCOUNTS, FINANCIAL DATA

▪ May-2018 | Most Wanted Malware

▪ May-2018 | Danish Railway Company DSB Suffers DDoS Attack

▪ May-2018 | Detecting Cloned Cards at the ATM, Register

▪ May-2018 | Adobe Security Bulletin

http://ongoingsecurity.com/
http://ongoingsecurity.com/
https://www.draytek.com/en/about/news/2018/notification-of-urgent-security-updates-to-draytek-routers
https://www.darkreading.com/threat-intelligence/actor-advertises-japanese-pii-on-chinese-underground/d/d-id/1331847
https://krebsonsecurity.com/2018/05/t-mobile-employee-made-unauthorized-sim-swap-to-steal-instagram-account/
https://gbhackers.com/winstarnssmminer-crypto-hijacker/
https://blog.netlab.360.com/gpon-exploit-in-the-wild-ii-satori-botnet-en/
https://scan.netlab.360.com/#/dashboard?tsbeg=1525536000000&tsend=1526140800000&dstport=3333&toplistname=srcip&topn=10&sortby=sum
https://blog.360totalsecurity.com/en/cryptominer-winstarnssmminer-made-fortune-brutally-hijacking-computer/
https://krebsonsecurity.com/2018/05/tracking-firm-locationsmart-leaked-location-data-for-customers-of-all-major-u-s-mobile-carriers-in-real-time-via-its-web-site/
https://www.robertxiao.ca/hacking/locationsmart/
https://arxiv.org/pdf/1805.04956.pdf
https://securityaffairs.co/wordpress/72640/malware/wicked-mirai.html
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180516-dnac
http://blogs.quickheal.com/breed-mbr-infecting-ransomware-analysis-quick-heal-security-labs/
https://www.bleepingcomputer.com/news/security/hardcoded-password-found-in-cisco-enterprise-software-again/
https://www.theguardian.com/world/2018/may/15/revealed-ecuador-spent-millions-julian-assange-spy-operation-embassy-london
https://www.welivesecurity.com/2018/05/15/tale-two-zero-days/
https://info.lookout.com/rs/051-ESQ-475/images/lookout-stealth-mango-srr-us.pdf
https://arstechnica.com/information-technology/2018/05/company-used-by-police-prisons-to-find-any-mobile-device-breached-again/
https://blog.talosintelligence.com/2018/05/telegrab.html
http://www2.paconsulting.com/airport-cyber-security.html
https://access.redhat.com/security/vulnerabilities/3442151
https://www.imperva.com/blog/2018/05/new-ddos-attack-method-demands-a-fresh-approach-to-amplification-assault-mitigation/
https://www.reuters.com/article/us-mexico-cyber/thieves-suck-millions-out-of-mexican-banks-in-transfer-heist-idUSKCN1IF1X7
https://mackeepersecurity.com/post/bcci-exposed-players-personal-sensitive-data
https://arstechnica.com/tech-policy/2018/05/ex-cia-employee-idd-but-not-charged-in-vault-7-leak-of-hacking-tools/
https://efail.de/efail-attack-paper.pdf
https://ivan.barreraoro.com.ar/signal-desktop-html-tag-injection/
https://threatpost.com/gdpr-phishing-scam-targets-apple-accounts-financial-data/131915/
https://blog.checkpoint.com/2018/05/14/aprils-wanted-malware-cryptomining-malware-targeting-unpatched-server-vulnerabilities/
http://cphpost.dk/news/hackers-target-danish-train-service-over-the-weekend.html
https://krebsonsecurity.com/2018/05/detecting-cloned-cards-at-the-atm-register/
https://helpx.adobe.com/security/products/photoshop/apsb18-17.html
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▪ May-2018 | StalinLocker Deletes Your Files Unless You Enter the Right Code

▪ May-2018 | Lynis - Open Source Security Auditing & Pentesting Tool

▪ May-2018 | Attention PGP Users: New Vulnerabilities Require You To Take Action Now

▪ May-2018 | PANDA MALWARE BROADENS TARGETS TO CRYPTOCURRENCY EXCHANGES AND SOCIAL MEDIA

▪ May-2018 | BRITISH CELL OPERATOR LEFT ITSELF OPEN FOR A HACKING ATTACK

▪ May-2018 | Remote zero-click JavaScript code execution on signal desktop message app

▪ May-2018 | Russian-based video surveillance solution leaked data

▪ May-2018 | NOTICE OF UNAUTHORIZED ACCESS TO CHILI'S GRILL & BAR GUEST DATA

▪ May-2018 | CVE-2018-1000136 - Electron nodeIntegration Bypass

▪ May-2018 | Nigelthorn Malware Abuses Chrome Extensions to Cryptomine and Steal Data

▪ May-2018 | A Brazilian ISP appears to have deployed 5.000 routers without a Telnet password

▪ May-2018 | 5 Botnets on GPON Routers

▪ May-2018 | 7-Zip: From Uninitialized Memory to Remote Code Execution

▪ May-2018 | Iran's Hacker Hierarchy Exposed

▪ May-2018 | Throwhammer: Rowhammer Attacks over the Network and Defenses

▪ May-2018 | Report: Bitcoin money laundering suspect spared from prison poison plot

▪ May-2018 | WIPER MALWARE: ATTACKING FROM INSIDE

▪ May-2018 | OPC UA security analysis

▪ May-2018 | Gandcrab Ransomware Walks its Way onto Compromised Sites

▪ May-2018 | TreasureHunter Point-of-Sale Malware and Builder Source Code Leaked

▪ May-2018 | Remote Code Execution Vulnerability on LG Smartphones

▪ May-2018 | A Vulnerability in 7-Zip Could Allow for Arbitrary Code Execution

▪ May-2018 | When Disappearing Messages Don't Disappear the 'dark' side of (macOS) notifications

▪ May-2018 | Think You've Got Your Credit Freezes Covered? Think Again

▪ May-2018 | Analysis of CVE-2018-8174 VBScript 0day and APT actor related to Office targeted attack

http://ongoingsecurity.com/
http://ongoingsecurity.com/
https://www.bleepingcomputer.com/news/security/stalinlocker-deletes-your-files-unless-you-enter-the-right-code/
https://github.com/CISOfy/lynis
https://www.eff.org/deeplinks/2018/05/attention-pgp-users-new-vulnerabilities-require-you-take-action-now
https://f5.com/labs/articles/threat-intelligence/malware/panda-malware-broadens-targets-to-cryptocurrency-exchanges-and-social-media
https://koddos.net/blog/british-cell-operator-left-itself-open-for-a-hacking-attack/
https://twitter.com/ortegaalfredo/status/995017143002509313
https://mackeepersecurity.com/post/russian-based-video-surveillance-solution-leaked-data
http://brinker.mediaroom.com/ChilisDataIncident
https://www.trustwave.com/Resources/SpiderLabs-Blog/CVE-2018-1000136---Electron-nodeIntegration-Bypass/
https://blog.radware.com/security/2018/05/nigelthorn-malware-abuses-chrome-extensions/
https://www.bleepingcomputer.com/news/security/5-000-routers-with-no-telnet-password-nothing-to-see-here-move-along/
https://blog.netlab.360.com/gpon-exploit-in-the-wild-i-muhstik-botnet-among-others-en/
https://landave.io/2018/05/7-zip-from-uninitialized-memory-to-remote-code-execution/
https://go.recordedfuture.com/hubfs/reports/cta-2018-0509.pdf
https://www.cs.vu.nl/~herbertb/download/papers/throwhammer_atc18.pdf
https://arstechnica.com/tech-policy/2018/05/report-bitcoin-money-laundering-suspect-spared-from-prison-poison-plot/
https://talos-intelligence-site.s3.amazonaws.com/production/document_files/files/000/033/904/original/Talos_WiperWhitepaper.v3.pdf?X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Credential=AKIAIXACIED2SPMSC7GA/20180511/us-east-1/s3/aws4_request&X-Amz-Date=20180511T091735Z&X-Amz-Expires=3600&X-Amz-SignedHeaders=host&X-Amz-Signature=d8ef9a5e6893e421f779f6ae2be330e03ef19e1b0ea8149a792009fa15c71083
https://securelist.com/opc-ua-security-analysis/85424/
https://blog.talosintelligence.com/2018/05/gandcrab-compromised-sites.html
https://www.flashpoint-intel.com/blog/treasurehunter-source-code-leaked/
https://research.checkpoint.com/lg-keyboard-vulnerabilities/
https://www.cisecurity.org/advisory/a-vulnerability-in-7-zip-could-allow-for-arbitrary-code-execution_2018-049/
https://objective-see.com/blog/blog_0x2E.html
https://krebsonsecurity.com/2018/05/another-credit-freeze-target-nctue-com/
http://blogs.360.cn/blog/cve-2018-8174-en/
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▪ May-2018 | Misinterpretation of Intel docs is the root cause for the CVE-2018-8897 flaw in Hypervisors and OSs

▪ May-2018 | Microsoft Adds Support for JavaScript in Excel

▪ May-2018 | SIERRA WIRELESS PATCHES CRITICAL VULNS

▪ May-2018 | Number of DDoS Attacks Significantly Declines After Shutdown of Webstresser.org

▪ May-2018 | Decompiled keystore.py from ElectrumPro scam (line 223)

▪ May-2018 | Google released Meltdown mitigations for Android

▪ May-2018 | Office 365 Security Fails To Secure 100 Million Email Users

▪ May-2018 | Bycyklen has been hacked

▪ May-2018 | PoC Developed for CoinHive Mining In Excel Using Custom JavaScript Functions

▪ May-2018 | Backdoored Python Library Caught Stealing SSH Credentials

▪ May-2018 | Cryptocurrency-Mining Malware Targeting IoT, Being Offered in the Underground

▪ May-2018 | Thousands of Companies Are Still Downloading the Vulnerability That Wrecked Equifax

▪ May-2018 | Hide and Seek IoT Botnet resurfaces with new tricks, persistence

▪ May-2018 | MAY PATCH TUESDAY FIXES TWO BUGS UNDER ACTIVE ATTACK

▪ May-2018 | Budget 2018: DHA given AU$130m for 'identity management' platform

▪ May-2018 | FBI's 2017 Internet Crime Report

▪ May-2018 | SynAck targeted ransomware uses the Doppelganging technique

▪ May-2018 | Attack on KrebsOnSecurity Cost IoT Device Owners $323K

▪ May-2018 | Romanian Hackers Extradited to U.S. over $18M Vishing Scam

▪ May-2018 | Hackers Deface Canon Security Cameras in Japan

▪ May-2018 | Large cryptojacking campaign targeting vulnerable Drupal websites

▪ May-2018 | An Intelligence Report on the Winnti Umbrella and Associated State-Sponsored Attackers

▪ May-2018 | ECB publishes European framework for testing financial sector resilience to cyber attacks

http://ongoingsecurity.com/
http://ongoingsecurity.com/
https://securityaffairs.co/wordpress/72323/hacking/cve-2018-8897-misinterpretation-intel-docs.html
https://dev.office.com/blogs/azure-machine-learning-javascript-custom-functions-and-power-bi-custom-visuals-further-expand-developers-capabilities-with-excel
https://source.sierrawireless.com/resources/airlink/software_reference_docs/technical-bulletin/swi-psa-2018-003-technical-bulletin-reaper/
https://www.link11.com/en/blog/number-of-ddos-attacks-significantly-declines-after-shutdown-of-webstresserorg/
https://gist.github.com/SomberNight/62d78d206001e13e30e169ef8eb2b4dc#file-electrumpro_keystore-py-L223
https://source.android.com/security/bulletin/2018-05-01
https://www.avanan.com/resources/basestriker-vulnerability-office-365
https://bycyklen.dk/en/news/bycyklen-has-been-hacked/
https://twitter.com/CharlesDardaman
https://www.bleepingcomputer.com/news/security/backdoored-python-library-caught-stealing-ssh-credentials/
https://blog.trendmicro.com/trendlabs-security-intelligence/cryptocurrency-mining-malware-targeting-iot-being-offered-in-the-underground/
http://fortune.com/2018/05/07/security-equifax-vulnerability-download/
https://labs.bitdefender.com/2018/05/hide-and-seek-iot-botnet-resurfaces-with-new-tricks-persistence/
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8174
https://www.zdnet.com/article/budget-2018-dha-given-au130m-for-identity-management-platform/
https://pdf.ic3.gov/2017_IC3Report.pdf
https://securelist.com/synack-targeted-ransomware-uses-the-doppelganging-technique/85431/
https://krebsonsecurity.com/2018/05/study-attack-on-krebsonsecurity-cost-iot-device-owners-323k/
https://www.justice.gov/usao-ndga/pr/two-romanian-citizens-extradited-atlanta-face-cyber-and-fraud-charges-connection
https://www.bleepingcomputer.com/news/security/hackers-deface-canon-security-cameras-in-japan/
https://badpackets.net/large-cryptojacking-campaign-targeting-vulnerable-drupal-websites/
https://401trg.pw/burning-umbrella/
https://www.ecb.europa.eu/press/pr/date/2018/html/ecb.pr180502.en.html
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▪ May-2018 | Report:INDUSTRIAL COMPANIES ATTACK VECTORS

▪ May-2018 | Report:THE CHANGING STATE OF RANSOMWARE

▪ May-2018 | CSP MySQL User Manager 2.3.1 - Authentication Bypass

▪ May-2018 | Pr0nbots2: Revenge Of The Pr0nbots

▪ May-2018 | Asylo: an open-source framework for confidential computing

▪ May-2018 | AT&T blames "unintentional IP address conflict"

▪ May-2018 | ABBOTT ADDRESSES LIFE-THREATENING FLAW IN A HALF-MILLION PACEMAKERS

▪ May-2018 | CYBERESPIONAGE OPERATION TARGETS ANDROID USERS IN THE MIDDLE EAST.

▪ May-2018 | Airbnb customers being scammed by criminals

▪ May-2018 | GandCrab V3 Accidentally Locks Systems

▪ May-2018 | Pentagon Orders Stores on Military Bases to Remove Huawei, ZTE Phones

▪ May-2018 | Meltdown patch can be bypassed

▪ May-2018 | Rowhammer attacks

▪ May-2018 | Lojack Becomes a Double-Agent

▪ May-2018 | Microsoft released an out of RCE vulnerability in the Windows Host Compute Service Shim library 
(hcsshim)

▪ May-2018 | HACKTIVISTS, TECH GIANTS PROTEST GEORGIA'S 'HACK-BACK' BILL

▪ May-2018 | Critical Schneider Electric InduSoft Web Studio and InTouch Machine Edition Vulnerability

▪ May-2018 | When Your Employees Post Passwords Online

▪ May-2018 | Kaspersky Finds North American Consumers Plagued by Cyber-Stress

▪ May-2018 | FacexWorm Targets Cryptocurrency Trading Platforms, Abuses Facebook Messenger for 
Propagation

▪ May-2018 | DVR Login Bypass (CVE-2018-9995)

▪ May-2018 | SiliVaccine: Inside North Korea's Anti-Virus

▪ May-2018 | The Connected Car Ways to get unauthorized access and potential implications

▪ May-2018 | Critical RCE Vulnerability Found in Over a Million GPON Home Routers

▪ May-2018 | Unicef's TheHopepage May Be the First Good Use of In-Browser Mining

▪ May-2018 | MMap Vulnerabilities - Linux Kernel

http://ongoingsecurity.com/
http://ongoingsecurity.com/
https://www.ptsecurity.com/upload/corporate/ww-en/analytics/ICS-attacks-2018-eng.pdf
https://fsecurepressglobal.files.wordpress.com/2018/05/ransomware_report.pdf
https://www.exploit-db.com/exploits/44589/
https://labsblog.f-secure.com/2018/05/04/pr0nbots2-revenge-of-the-pr0nbots/
https://cloudplatform.googleblog.com/2018/05/Introducing-Asylo-an-open-source-framework-for-confidential-computing.html
https://arstechnica.com/information-technology/2018/05/att-is-blocking-cloudflares-privacy-focused-dns-calls-it-an-accident/
https://threatpost.com/abbott-addresses-life-threatening-flaw-in-a-half-million-pacemakers/131709/
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/05/03114450/ZooPark_for_public_final_edit.pdf
https://news.sky.com/story/airbnb-customers-being-scammed-by-criminals-11356730
https://www.fortinet.com/blog/threat-research/gandcrab-v3-accidentally-locks-systems-with-new--change-wallpape.html
https://www.wsj.com/articles/pentagon-asking-military-bases-to-remove-huawei-zte-phones-1525262076?mod=djemalertNEWS&ns=prod/accounts-wsj&ns=prod/accounts-wsj&ns=prod/accounts-wsj&ns=prod/accounts-wsj&ns=prod/accounts-wsj&ns=prod/accounts-wsj
https://twitter.com/aionescu/status/991675604469669890
https://www.vusec.net/projects/glitch/
https://asert.arbornetworks.com/lojack-becomes-a-double-agent/
https://securityaffairs.co/wordpress/72086/security/windows-host-compute-service-library-flaw.html
https://threatpost.com/hacktivists-tech-giants-protest-georgias-hack-back-bill/131628/
https://www.tenable.com/blog/tenable-research-advisory-critical-schneider-electric-indusoft-web-studio-and-intouch-machine
https://krebsonsecurity.com/2018/05/when-your-employees-post-passwords-online/
https://usa.kaspersky.com/about/press-releases/2018_cyber-stress
https://blog.trendmicro.com/trendlabs-security-intelligence/facexworm-targets-cryptocurrency-trading-platforms-abuses-facebook-messenger-for-propagation/
http://misteralfa-hack.blogspot.com.br/2018/04/update-dvr-login-bypass-cve-2018-9995.html
https://research.checkpoint.com/silivaccine-a-look-inside-north-koreas-anti-virus/
https://www.computest.nl/wp-content/uploads/2018/04/connected-car-rapport.pdf
https://www.vpnmentor.com/blog/critical-vulnerability-gpon-router/
https://www.bleepingcomputer.com/news/business/unicefs-thehopepage-may-be-the-first-good-use-of-in-browser-mining/
https://research.checkpoint.com/mmap-vulnerabilities-linux-kernel/
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Políticas, Normas e Procedimentos
GDPR
▪ Compliance
▪ Data Protection Officer

Military-Grade Security
▪ Segurança Interna e de 

Perímetro
▪ Hardening de Sistemas

Hacking Critical 
Infrastructure

Pentest
▪ Blackbox
▪ Hacking Critical 

Infrastructure
Vulnerability Assessment
▪ SaaS, 
▪ Onsite
▪ OnDemand

Multidimentional 
Attack Surface

Cybersecurity

Campanha de 
conscientização
▪ ISO/IEC 27002
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Desenho do ciclo de vida de acesso

Análise Bottom-Up

Integração IDM/IAM com sistemas 
via:
▪ Adapters
▪ Webservices
▪ DB Connection

Processos de Acesso Lógico: 
▪ Concessão
▪ Revogação
▪ Alteração
▪ Suspensão
▪ Restauração
▪ Revisão 
▪ Recuperação de  Senhas

Análise de Segregação 
de  Funções

Definição de Papéis e 
Funções

Perfis de Acesso
▪ RBAC
▪ MAC
▪ DAC

SA
P

 S
EC

U
R

IT
Y

Pentest 

Vulnerability Assessment

Audit

Z-System Code Review

SOD 

Gap Analysis

Report

Compliance 

SE
R

V
IC

ES

Security Advisor

Visão Holística e abordagem 
▪ Estratégica
▪ Táctica
▪ Operacional 

IT Solutions

IS Solutions

Alocação de Talentos 
▪ Time & Material
▪ BodyShop
▪ Projetos
▪ Banco de horas

About us

http://ongoingsecurity.com/
http://ongoingsecurity.com/

