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▪ Jun-2018 | Github Gentoo organization hacked

▪ Jun-2018 | Ticketmaster suffered a data breach

▪ Jun-2018 | ProtonMail DDoS Attacks Are a Case Study of What Happens When You Mock Attackers

▪ Jun-2018 | ADIDAS ALERTS CERTAIN CONSUMERS OF POTENTIAL DATA SECURITY INCIDENT

▪ Jun-2018 | NSA Cyber Weapon DoublePulsar to Exploit the Windows Embedded Devices

▪ Jun-2018 | Plant Your Flag, Mark Your Territory

▪ Jun-2018 | WARNING: WordPress File Delete to Code Execution

▪ Jun-2018 | Ransomware and malicious crypto miners in 2016-2018

▪ Jun-2018 | SURVEY:HOW IT DECISION-MAKERS RATE THEMSELVES

▪ Jun-2018 | How to Avoid Card Skimmers at the Pump

▪ Jun-2018 | Thanatos Decryptor

▪ Jun-2018 | RANCOR: Targeted Attacks in South East Asia Using PLAINTEE and DDKONG Malware Families

▪ Jun-2018 | Group-IB: hackers who broke into the accounts of 700,000 customers of popular Internet stores 
were detained

▪ Jun-2018 | Script to test for Cisco ASA path traversal vulnerability (CVE-2018-0296)

▪ Jun-2018 | Touched by an IDN

▪ Jun-2018 | Wi-Fi CERTIFIED WPA3 TM

▪ Jun-2018 | Pbot: evolving adware

▪ Jun-2018 | 95% of Enterprises Found Employees Actively Seeking Ways to Bypass Corporate Security Protocols

▪ Jun-2018 | Tick Group Weaponized Secure USB Drives to Target Air-Gapped Critical Systems

▪ Jun-2018 | JolokiaPwn - Information disclosure, DoS and more in Java web servers

▪ Jun-2018 | Researchers: Last Year's ICOs Had Five Security Vulnerabilities on Average

▪ Jun-2018 | A New Highly Sophisticated Never-Seen-Before Botnet That's Out In The Wild

▪ Jun-2018 | Satan ransomware raises its head again!

▪ Jun-2018 | North Korea to blame for string of Latin America bank hacks, insiders say

▪ Jun-2018 | Supreme Court: Police Need Warrant for Mobile Location Data

▪ Jun-2018 | A new variant of Ursnif Banking Trojan served by the Necurs botnet hits Italy

▪ Jun-2018 | Blackmail Campaign Pretending to be WannaCry Is Really Just WannaSpam

▪ Jun-2018 | Fake WannaCry emails demanding payment

▪ Jun-2018 | Botnets never Die, Satori REFUSES to Fade Away

▪ Jun-2018 | GZipDe: An Encrypted Downloader Serving Metasploit

http://ongoingsecurity.com/
http://ongoingsecurity.com/
https://www.gentoo.org/news/2018/06/28/Github-gentoo-org-hacked.html
https://security.ticketmaster.co.uk/
https://www.bleepingcomputer.com/news/security/protonmail-ddos-attacks-are-a-case-study-of-what-happens-when-you-mock-attackers/
https://www.adidas-group.com/en/media/news-archive/press-releases/2018/adidas-alerts-certain-consumers-potential-data-security-incident/
https://gbhackers.com/nsa-cyber-weapon-doublepulsar/
https://krebsonsecurity.com/2018/06/plant-your-flag-mark-your-territory/
https://blog.ripstech.com/2018/wordpress-file-delete-to-code-execution/
https://securelist.com/ransomware-and-malicious-crypto-miners-in-2016-2018/86238/
https://www-cdn.webroot.com/7515/2935/7252/SMB_Cybersecurity_Survey_F.pdf
https://krebsonsecurity.com/2018/06/how-to-avoid-card-skimmers-at-the-pump/
https://blog.talosintelligence.com/2018/06/ThanatosDecryptor.html
https://researchcenter.paloaltonetworks.com/2018/06/unit42-rancor-targeted-attacks-south-east-asia-using-plaintee-ddkong-malware-families/
https://www.group-ib.com/media/eshops-accounts/
https://github.com/yassineaboukir/CVE-2018-0296
https://www.farsightsecurity.com/2018/01/17/mschiffm-touched_by_an_idn/
https://www.wi-fi.org/news-events/newsroom/wi-fi-alliance-introduces-wi-fi-certified-wpa3-security
https://securelist.com/pbot-evolving-adware/86242/
https://dtexsystems.com/95-percent-of-enterprises-found-employees-actively-seeking-ways-to-bypass-corporate-security-protocols-reveals-dtex-systems-insider-threat-intelligence-report/
https://researchcenter.paloaltonetworks.com/2018/06/unit42-tick-group-weaponized-secure-usb-drives-target-air-gapped-critical-systems/
https://matmannion.com/jolokiapwn/
https://www.bleepingcomputer.com/news/security/researchers-last-year-s-icos-had-five-security-vulnerabilities-on-average/
https://www.deepinstinct.com/2018/06/20/meet-mylobot-a-new-highly-sophisticated-never-seen-before-botnet-thats-out-in-the-wild/
https://blogs.quickheal.com/satan-ransomware-raises-head/
https://www.cyberscoop.com/north-korea-swift-hacks-bancomext-bank-of-chile/
https://krebsonsecurity.com/2018/06/supreme-court-police-need-warrant-for-mobile-location-data/
http://csecybsec.com/download/zlab/20180621_CSE_Ursnif-Necurs_report.pdf
https://www.bleepingcomputer.com/news/security/blackmail-campaign-pretending-to-be-wannacry-is-really-just-wannaspam/
https://www.actionfraud.police.uk/news/fake-wannacry-emails-demanding-payment-jun18
https://blog.netlab.360.com/botnets-never-die-satori-refuses-to-fade-away-en/
https://www.alienvault.com/blogs/labs-research/gzipde-an-encrypted-downloader-serving-metasploit
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▪ Jun-2018 | Scammy App That Infects Phones for Ad-clicking and Info-Stealing Controls Over 60,000 Devices

▪ Jun-2018 | Apple pushes back on hacker's iPhone passcode bypass report

▪ Jun-2018 | Modern OSs for embedded systems

▪ Jun-2018 | Chinese Hacking group 'Thrip' Targets Satellite communications, Telecoms, and Defense Companies

▪ Jun-2018 | Sixteen Arrested After Deploying Coinminers Across Internet Cafes

▪ Jun-2018 | Researchers have discovered a new malware downloader

▪ Jun-2018 | Flight tracking service Flightradar24 suffered a data breach

▪ Jun-2018 | Olympic Destroyer is still alive

▪ Jun-2018 | ZeroFont Phishing: Manipulating Font Size to Get Past Office 365 Security

▪ Jun-2018 | AT&T, Sprint, Verizon to Stop Sharing Customer Location Data With Third Parties

▪ Jun-2018 | 16 Person Hacker Group Arrested for Mining Cryptocurrency at Internet Cafes

▪ Jun-2018 | SamSam ransomware: controlled distribution for an elusive malware

▪ Jun-2018 | South Korean crypto exchange Bithumb hacked

▪ Jun-2018 | OpenBSD Disables Intel Hyper-Threading to Prevent Spectre-Class Attacks

▪ Jun-2018 | Magento Credit Card Stealer Reinfector

▪ Jun-2018 | Bumbling Hacker "Bitcoin Baron" Sentenced to 20 Months in Prison

▪ Jun-2018 | New Telegram-abusing Android RAT discovered in the wild

▪ Jun-2018 | Ex-CIA employee charged with leaking 'Vault 7' hacking tools to Wikileaks

▪ Jun-2018 | Google to Fix Location Data Leak in Google Home, Chromecast

▪ Jun-2018 | Senior Military Colleges push to secure collective national cyber institute

▪ Jun-2018 | Don't install Fortnite Android APK because it could infect your mobile device

▪ Jun-2018 | VDOO Discovers Significant Vulnerabilities in Axis Cameras

▪ Jun-2018 | MirageFox: APT15 Resurfaces With New Tools Based On Old Ones

▪ Jun-2018 | ADB.miner is targeting Android-based devices Amazon Fire TV and Fire Stick

▪ Jun-2018 | FRENCH CODER WHO HELPED EXTORT BRITISH COMPANY ARRESTED IN THAILAND

▪ Jun-2018 | Two Critical flaws affect Schneider Electric U.motion Builder

▪ Jun-2018 | Rootkit-Based Adware Wreaks Havoc Among Windows 10 Users in the US

▪ Jun-2018 | MysteryBot

▪ Jun-2018 | Librarian Sues Equifax Over 2017 Data Breach, Wins $600

▪ Jun-2018 | New CryptoMiner hijacks your Bitcoin transaction. Over 300,000 computers have been attacked

http://ongoingsecurity.com/
http://ongoingsecurity.com/
https://www.riskiq.com/blog/interesting-crawls/battery-saving-mobile-scam-app/?utm_source=twitter&utm_medium=social-media&utm_campaign=ad-clicking-scam-app&utm_content=blog
https://www.zdnet.com/article/a-hacker-figured-out-how-to-brute-force-an-iphone-passcode/
https://securelist.com/modern-oss-for-embedded-systems/86109/
https://www.symantec.com/blogs/threat-intelligence/thrip-hits-satellite-telecoms-defense-targets
http://www.asahi.com/ajw/articles/AJ201806150033.html
https://asert.arbornetworks.com/kardon-loader-looks-for-beta-testers/
https://securityaffairs.co/wordpress/73740/data-breach/flightradar24-data-breach.html
https://securelist.com/olympic-destroyer-is-still-alive/86169/
https://www.avanan.com/resources/zerofont-phishing-attack
https://krebsonsecurity.com/2018/06/verizon-to-stop-sharing-customer-location-data-with-third-parties/
https://gbhackers.com/16-person-hacker-group-arrested/
https://blog.malwarebytes.com/threat-analysis/2018/06/samsam-ransomware-controlled-distribution/
http://www.currencybuzzer.com/news/d/10391
https://www.mail-archive.com/source-changes@openbsd.org/msg99141.html
https://blog.sucuri.net/2018/06/magento-credit-card-stealer-reinfector.html
https://www.bleepingcomputer.com/news/security/bumbling-hacker-bitcoin-baron-sentenced-to-20-months-in-prison/
https://www.welivesecurity.com/2018/06/18/new-telegram-abusing-android-rat/
https://thehackernews.com/2018/06/cia-hacking-tools.html
https://krebsonsecurity.com/2018/06/google-to-fix-location-data-leak-in-google-home-chromecast/
https://today.citadel.edu/senior-military-colleges-push-to-secure-collective-national-cyber-institute/
https://securityaffairs.co/wordpress/73656/cyber-crime/fortnite-android-scams.html
https://blog.vdoo.com/2018/06/18/vdoo-discovers-significant-vulnerabilities-in-axis-cameras/
https://www.intezer.com/miragefox-apt15-resurfaces-with-new-tools-based-on-old-ones/
https://securityaffairs.co/wordpress/73621/malware/amazon-fire-tv-malware.html
https://www.europol.europa.eu/newsroom/news/french-coder-who-helped-extort-british-company-arrested-in-thailand
https://download.schneider-electric.com/files?p_enDocType=Technical+leaflet&p_File_Name=SEVD-2018-151-01+U.motion.pdf&p_Doc_Ref=SEVD-2018-151-01
https://www.bleepingcomputer.com/news/security/rootkit-based-adware-wreaks-havoc-among-windows-10-users-in-the-us/
http://ongoingsecurity.com/a new Android banking Trojan ready for Android 7 and 8
https://krebsonsecurity.com/2018/06/librarian-sues-equifax-over-2017-data-breach-wins-600/
https://blog.360totalsecurity.com/en/new-cryptominer-hijacks-your-bitcoin-transaction-over-300000-computers-have-been-attacked/
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▪ Jun-2018 | Hackers mined $90,000 worth of Monero with a simple Docker Hub trick

▪ Jun-2018 | LuckyMouse hits national data center to organize country-level waterholing campaign

▪ Jun-2018 | Bondat Worm Struck Again! Built Botnets for Mining Cryptocurrency and Attacking WordPress

▪ Jun-2018 | Decryptor Released for the Everbe Ransomware

▪ Jun-2018 | OxyMonster pleads guilty to narco-trafficking, faces 20 years in prison

▪ Jun-2018 | SigSpoof: Spoofing signatures in GnuPG, Enigmail, GPGTools and python-gnupg (CVE-2018-12020)

▪ Jun-2018 | World Cup: US spy warns Russians will hack phones, computers

▪ Jun-2018 | Analysis of the evolution of exploit kits in the threat landscape

▪ Jun-2018 | STARTUP WORKING ON CONTENTIOUS PENTAGON AI PROJECT WAS HACKED

▪ Jun-2018 | New Cortana Vulnerability Could Allow Cybercriminals to Bypass Lock Screen On Windows 10 
Devices

▪ Jun-2018 | European Lawmakers Vote to Ban Kaspersky Lab Products

▪ Jun-2018 | Librarian Sues Equifax Over 2017 Data Breach, Wins $600

▪ Jun-2018 | LuckyMouse hits national data center to organize country-level waterholing campaign

▪ Jun-2018 | CDM-CYBER-DEFENSE-eMAGAZINE-June-2018

▪ Jun-2018 | PyRoMineIoT: NSA Exploit, Monero(XMR) Miner, & IoT Device Scanner

▪ Jun-2018 | macOS Signature Validation Flaw

▪ Jun-2018 | Google Blocks Chrome Extension Installations From 3rd-Party Sites

▪ Jun-2018 | Here's the Status of Meltdown and Spectre Mitigations in Windows

▪ Jun-2018 | Botnet Trik vaza mais de 43 milhões de endereços de email

▪ Jun-2018 | Today, the EU Will Vote If to Ban Kaspersky Products or not

▪ Jun-2018 | Dixons Carphone Breach Hits 5.9 Million Cards

▪ Jun-2018 | Android Malware Worm that mines Cryptocurrency

▪ Jun-2018 | VMware addresses a critical Vulnerability

▪ Jun-2018 | Hacking, tracking, stealing and sinking ships

▪ Jun-2018 | 74 Arrested in Coordinated International Enforcement Operation Targeting Hundreds of Individuals 
in Business Email Compromise Schemes

▪ Jun-2018 | Bad .Men at .Work. Please Don't .Click

▪ Jun-2018 | CryptoCurrency Miner Plays Hide-and-seek with Popular Games and Tools

▪ Jun-2018 | Russia appears to be 'live testing' cyber attacks

▪ Jun-2018 | Non-Russian Matryoshka: Russian Service Centers Under Attack

http://ongoingsecurity.com/
http://ongoingsecurity.com/
https://www.cyberscoop.com/hackers-mined-90000-worth-monero-simple-docker-hub-trick/
https://securelist.com/luckymouse-hits-national-data-center/86083/
https://blog.360totalsecurity.com/en/bondat-worm-struck-again-built-botnets-for-mining-cryptocurrency-and-attacking-wordpress/
https://www.bleepingcomputer.com/news/security/decryptor-released-for-the-everbe-ransomware/
https://www.miamiherald.com/news/local/article212999839.html
https://neopg.io/blog/gpg-signature-spoof/
https://www.afp.com/en/news/2265/world-cup-us-spy-warns-russians-will-hack-phones-computers-doc-15x0pc3
https://securityaffairs.co/wordpress/73505/hacking/exploit-kits-evolution.html
https://www.wired.com/story/startup-working-on-contentious-pentagon-ai-project-was-hacked/
https://securingtomorrow.mcafee.com/consumer/consumer-threat-notices/cortana-vulnerability-windows-10-2/
https://www.infosecurity-magazine.com/news/european-lawmakers-vote-ban/
https://krebsonsecurity.com/2018/06/librarian-sues-equifax-over-2017-data-breach-wins-600/
https://securelist.com/luckymouse-hits-national-data-center/86083/
http://www.cyberdefensemagazine.com/newsletters/june-2018/CDM-CYBER-DEFENSE-eMAGAZINE-June-2018.pdf
https://www.fortinet.com/blog/threat-research/pyromineiot--nsa-exploit--monero-xmr--miner----iot-device-scanne.html
https://www.okta.com/security-blog/2018/06/issues-around-third-party-apple-code-signing-checks/
https://blog.chromium.org/2018/06/improving-extension-transparency-for.html
https://www.bleepingcomputer.com/news/security/heres-the-status-of-meltdown-and-spectre-mitigations-in-windows/
https://www.baboo.com.br/seguranca/botnet-trik-vaza-mais-de-43-milhoes-de-enderecos-de-email/
http://www.europarl.europa.eu/news/en/headlines/security/20180601STO04823/cyber-defence-one-weak-country-could-harm-the-others-interview
http://www.dixonscarphone.com/~/media/Files/D/Dixons-Carphone/documents/pr-investigation-into-unauthorised-data-access.pdf
http://www.aftvnews.com/android-malware-worm-that-mines-cryptocurrency-is-infecting-amazon-fire-tv-and-fire-tv-stick-devices/
https://support.workspaceone.com/articles/360005681594
https://www.pentestpartners.com/security-blog/hacking-tracking-stealing-and-sinking-ships/
https://www.justice.gov/opa/pr/74-arrested-coordinated-international-enforcement-operation-targeting-hundreds-individuals
https://krebsonsecurity.com/2018/06/bad-men-at-work-please-dont-click/
https://www.bleepingcomputer.com/news/security/cryptocurrency-miner-plays-hide-and-seek-with-popular-games-and-tools/
https://www.bleepingcomputer.com/news/security/cryptocurrency-miner-plays-hide-and-seek-with-popular-games-and-tools/
https://www.fortinet.com/blog/threat-research/non-russion-matryoshka-russian-service-centers-under-attack.html
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▪ Jun-2018 | New KillDisk Variant Hits Latin American Financial Organizations Again

▪ Jun-2018 | S.Korean exchange Coinrail says hit by hackers, bitcoin slides

▪ Jun-2018 | The Week in Ransomware: CryBrazil, CryptConsole, and Magniber

▪ Jun-2018 | InvisiMole: surprisingly equipped spyware, undercover since 2013

▪ Jun-2018 | Cisco Wide Area Application Services Software Static SNMP Credentials Vulnerability

▪ Jun-2018 | China hacked a Navy contractor and secured a trove of highly sensitive data on submarine warfare

▪ Jun-2018 | DMOSK Malware Targeting Italian Companies

▪ Jun-2018 | How did hacker Adrian Lamo die?

▪ Jun-2018 | Brazil's Supreme Court Suspends Requirement of Paper Votes in This Year's Elections

▪ Jun-2018 | The OnePlus6 allows booting arbitrary images with 'fastboot boot image.img'

▪ Jun-2018 | ADOBE FLASH ZERO-DAY LEVERAGED FOR TARGETED ATTACK IN MIDDLE EAST(FIXED)

▪ Jun-2018 | Marcus Hutchins, WannaCry-killer, hit with four new charges by the FBI

▪ Jun-2018 | Atlanta Police Department Ransomware Incident leads to lost Years Worth of Police Car Dashcam 
Videos

▪ Jun-2018 | Japanese Syndicate Wallet Hacked, $10 Million USD Reported Missing

▪ Jun-2018 | Facebook Bug Caused New Posts by 14 Million Users to be Shared Publicly

▪ Jun-2018 | BabaYaga - The Self Healing WordPress Malware

▪ Jun-2018 | Major Vulnerabilities in Foscam Cameras

▪ Jun-2018 | IQY Files Used to Evade AV, Download Malware via Excel

▪ Jun-2018 | Firmware Vulnerabilities in Supermicro Systems

▪ Jun-2018 | Further Down the Trello Rabbit Hole

▪ Jun-2018 | Malware Targets Brazilian banking service

▪ Jun-2018 | Beware of Prowli Malware that Compromised More Than 40,000 Victim Machines Around the 
World

▪ Jun-2018 | Update Google Chrome Immediately to Patch a High Severity Vulnerability

▪ Jun-2018 | VPNFilter Update - VPNFilter exploits endpoints, targets new devices

▪ Jun-2018 | The Reserve Bank of Australia has suspended links to PageUp People

▪ Jun-2018 | MyHeritage: 92 Million Users of DNA...

▪ Jun-2018 | Unauthorised Activity on IT System

▪ Jun-2018 | Zip Slip Vulnerability

▪ Jun-2018 | The author of the Sigrun Ransomware is providing the decryption key

▪ Jun-2018 | FIFA public Wi-Fi guide: which host cities have the most secure networks?

http://ongoingsecurity.com/
http://ongoingsecurity.com/
https://blog.trendmicro.com/trendlabs-security-intelligence/new-killdisk-variant-hits-latin-american-financial-organizations-again/
https://www.reuters.com/article/markets-bitcoin-korea/s-korean-exchange-coinrail-says-hit-by-hackers-bitcoin-slides-idUSL4N1TD066
https://www.bleepingcomputer.com/news/security/the-week-in-ransomware-june-8th-2018-crybrazil-cryptconsole-and-magniber/
https://www.welivesecurity.com/2018/06/07/invisimole-equipped-spyware-undercover
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180606-waas-snmp
https://www.washingtonpost.com/world/national-security/china-hacked-a-navy-contractor-and-secured-a-trove-of-highly-sensitive-data-on-submarine-warfare/2018/06/08/6cc396fa-68e6-11e8-bea7-c8eb28bc52b1_story.html?noredirect=on&utm_term=.c4d44c002927
https://securityaffairs.co/wordpress/73328/malware/dmosk-malware-hits-italy.html
https://arstechnica.com/tech-policy/2018/06/months-later-famed-hacker-adrian-lamos-cause-of-death-remains-a-mystery/
https://www1.folha.uol.com.br/internacional/en/brazil/2018/06/1971217-brazils-supreme-court-suspends-requirement-of-paper-votes-in-this-years-elections.shtml
https://twitter.com/i/status/1005461966863917056
https://www.icebrg.io/blog/adobe-flash-zero-day-targeted-attack?utm_source=twitter&utm_medium=social&utm_term=&utm_content=&utm_campaign=blogpost-adobe0day
https://thehackernews.com/2018/06/marcus-hutchins-malware.html
https://gbhackers.com/atlanta-police-dashcam-videos/
https://www.prnewswire.com/news-releases/japanese-syndicate-wallet-hacked-10-million-usd-reported-missing-300660484.html
https://www.bleepingcomputer.com/news/security/facebook-bug-caused-new-posts-by-14-million-users-to-be-shared-publicly/
https://www.wordfence.com/wp-content/uploads/2018/06/Wordfence-BabaYaga-WhitePaper.pdf
https://blog.vdoo.com/2018/06/06/vdoo-has-found-major-vulnerabilities-in-foscam-cameras/
https://blog.barkly.com/iqy-file-attack-malware-flawedammyy
https://blog.eclypsium.com/2018/06/07/firmware-vulnerabilities-in-supermicro-systems/
https://krebsonsecurity.com/2018/06/further-down-the-trello-rabbit-hole/
https://securelist.com/a-mitm-extension-for-chrome/86057/
https://gbhackers.com/prowli-malware-compromised-40000/
https://thehackernews.com/2018/06/google-chrome-csp.html
https://blog.talosintelligence.com/2018/06/vpnfilter-update.html
http://rba.gov.au/careers/
https://blog.myheritage.com/2018/06/myheritage-statement-about-a-cybersecurity-incident/
https://www.pageuppeople.com/unauthorised-activity-on-it-system/
https://snyk.io/research/zip-slip-vulnerability
https://securityaffairs.co/wordpress/73201/malware/sigrun-ransomware.html
https://securelist.com/fifa-public-wi-fi-guide/85919/
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▪ Jun-2018 | Drupal Cryptojacking Campaigns - Affected Sites

▪ Jun-2018 | Hacker Fail: IoT botnet command and control server accessible via default credentials

▪ Jun-2018 | Widespread Google Groups Misconfiguration Exposes Sensitive Information

▪ Jun-2018 | Navi Mumbai woman loses 6.98INR lakh by sharing OTP 28 times

▪ Jun-2018 | Department of Homeland Security Reveals Use of Stingrays Near White House

▪ Jun-2018 | Mirai Minions are Wicked

▪ Jun-2018 | PowerShell: In-Memory Injection Using CertUtil.exe

▪ Jun-2018 | A hacker claims to be selling access to Apple internal tools

▪ Jun-2018 | Iron cybercrime group uses a new Backdoor based on HackingTeam's RCS surveillance sw

▪ Jun-2018 | New research shows 75% of 'open' Redis servers infected

▪ Jun-2018 | CVE-2018-8174 (VBScript Engine) and Exploit Kits

▪ Jun-2018 | Ten WordPress Plugins By Multidots For WooCommerce Identified As Vulnerable And 
Dangerous

▪ Jun-2018 | How Acoustic Interference Damages HDD

▪ Jun-2018 | Honda leaked personal information from its Honda Connect App

▪ Jun-2018 | Are Your Google Groups Leaking Data?

▪ Jun-2018 | Apple Releases Security Updates

http://ongoingsecurity.com/
http://ongoingsecurity.com/
https://docs.google.com/spreadsheets/d/14TWw0lf2x6y8ji5Zd7zv9sIIVixU33irCM-i9CIrmo4/edit#gid=1874348923
https://blog.newskysecurity.com/hacker-fail-iot-botnet-command-and-control-server-accessible-via-default-credentials-2ea7cab36f72
https://www.kennasecurity.com/widespread-google-groups-misconfiguration-exposes-sensitive-information/
http://www.thehindu.com/news/cities/mumbai/698-lakh-lost-by-sharing-otp-28-times/article24069504.ece
https://www.infosecurity-magazine.com/news/dhs-reveals-use-stingrays-near/
https://asert.arbornetworks.com/omg-mirai-minions-are-wicked/
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Políticas, Normas e Procedimentos
GDPR
▪ Compliance
▪ Data Protection Officer

Military-Grade Security
▪ Segurança Interna e de 

Perímetro
▪ Hardening de Sistemas

Hacking Critical 
Infrastructure

Pentest
▪ Blackbox
▪ Hacking Critical 

Infrastructure
Vulnerability Assessment
▪ SaaS, 
▪ Onsite
▪ OnDemand

Multidimentional 
Attack Surface

Cybersecurity

Campanha de 
conscientização
▪ ISO/IEC 27002
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T Desenho do ciclo de vida de acesso

Análise Bottom-Up

Integração IDM/IAM com sistemas 
via:
▪ Adapters
▪ Webservices
▪ DB Connection

Processos de Acesso Lógico: 
▪ Concessão
▪ Revogação
▪ Alteração
▪ Suspensão
▪ Restauração
▪ Revisão 
▪ Recuperação de  Senhas

Análise de Segregação 
de  Funções

Definição de Papéis e 
Funções

Perfis de Acesso
▪ RBAC
▪ MAC
▪ DAC
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Pentest 

Vulnerability Assessment

Audit

Z-System Code Review

SOD 

Gap Analysis

Report

Compliance 
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Security Advisor

Visão Holística e abordagem 
▪ Estratégica
▪ Táctica
▪ Operacional 

IT Solutions

IS Solutions

Alocação de Talentos 
▪ Time & Material
▪ BodyShop
▪ Projetos
▪ Banco de horas

About us

http://ongoingsecurity.com/
http://ongoingsecurity.com/

