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“SEC  RITY”

is nothing

without

“U”
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▪ Jul-2018 | KICKICO Suffered $7.7M Hack Attack, Says Will Return Stolen KICK Tokens - Cryptovest

▪ Jul-2018 | Kernel Level Privilege Escalation via AVS in Oracle Solaris 10/11

▪ Jul-2018 | Long Beach Port terminal hit by ransomware attack

▪ Jul-2018 | ERP Applications Under Fire

▪ Jul-2018 | Hackers Breached Virginia Bank Twice in Eight Months, Stole $2.4M

▪ Jul-2018 | New Bluetooth Hack Affects Millions of Devices from Major Vendors

▪ Jul-2018 | DDoS attacks in Q2 2018

▪ Jul-2018 | Exploiting Windows Using Microsoft Office DDE Exploit (MACROLESS)

▪ Jul-2018 | Spectre Returns! Speculation Attacks using the Return Stack Buffer

▪ Jul-2018 | Sony IPELA E Series Camera 802dot1xclientcert remote code execution vulnerability

▪ Jul-2018 | Unit 42 Finds New Mirai and Gafgyt IoT/Linux Botnet Campaigns

▪ Jul-2018 | Ecuador to hand over Assange to UK 'in coming weeks or days,'

▪ Jul-2018 | 157 GB of Sensitive Data From Top Manufacturer Exposed Online

▪ Jul-2018 | Increase in Attacks on GPON Routers

▪ Jul-2018 | USB Forensics - Reconstruction of Digital Evidence from USB Drive

▪ Jul-2018 | Calisto Trojan for macOS

▪ Jul-2018 | Source Code for Exobot Android Banking Trojan Leaked Online

▪ Jul-2018 | Chinese APT 27's long-term espionage campaign in Syria is still ongoing

▪ Jul-2018 | BRITISH AIRWAYS CHAOS AT LONDON HEATHROW AS CANCELLED AND DELAYED FLIGHTS AFFECT 
10,000 PASSENGERS

▪ Jul-2018 | Positive Technologies experts discover dangerous vulnerabilities in robotic vacuum cleaners

▪ Jul-2018 | MoneyTaker hacking group stole 1 million US dollars from Russian PIR Bank

▪ Jul-2018 | UK Puts Huawei on the Naughty Step for Security Issues

▪ Jul-2018 | SingHealth's IT System Target of Cyberattack

▪ Jul-2018 | Cisco Policy Suite Policy Builder Database Unauthenticated Access Vulnerability

▪ Jul-2018 | Expert discovered RoboCent AWS S3 bucket containing US voters' records exposed online

▪ Jul-2018 | Apple Transfers Chinese Users' iCloud Data to State-Controlled Data Centers

▪ Jul-2018 | LABORATORY CORPORATION OF AMERICA HOLDINGS

▪ Jul-2018 | The Good, the bad, or the ugly?https://www.kaspersky.com/blog/online-file-reputation/23013/

▪ Jul-2018 | Recently leaked malware source code isn't Carbanak

▪ Jul-2018 | Magniber ransomware improves, expands within Asia

▪ Jul-2018 | DanaBot Riding Fake MYOB Invoice Emails

http://ongoingsecurity.com/
http://ongoingsecurity.com/
https://cryptovest.com/news/kickico-suffered-77m-hack-attack-says-will-return-stolen-kicko-tokens/
https://www.trustwave.com/Resources/Security-Advisories/Advisories/TWSL2018-007/?fid=11510
https://www.presstelegram.com/2018/07/24/long-beach-port-terminal-hit-by-ransomware-attack/
https://www.onapsis.com/research/reports/erp-security-threat-report
https://krebsonsecurity.com/2018/07/hackers-breached-virginia-bank-twice-in-eight-months-stole-2-4m/
https://www.bluetooth.com/news/unknown/2018/07/bluetooth-sig-security-update
https://securelist.com/ddos-report-in-q2-2018/86537/
https://gbhackers.com/exploiting-windows-dde-exploit/
https://arxiv.org/pdf/1807.07940.pdf
http://www.talosintelligence.com/reports/TALOS-2018-0605
https://researchcenter.paloaltonetworks.com/2018/07/unit42-finds-new-mirai-gafgyt-iotlinux-botnet-campaigns/
https://www.rt.com/news/433783-wikileaks-assange-ecuador-uk/
https://www.upguard.com/breaches/short-circuit-how-a-robotics-vendor-exposed-confidential-data-for-major-manufacturing-companies
https://www.esentire.com/news-and-events/security-advisories/increase-in-attacks-on-gpon-routers/
https://gbhackers.com/usb-forensics/
https://securelist.com/calisto-trojan-for-macos/86543/
https://www.bleepingcomputer.com/news/security/source-code-for-exobot-android-banking-trojan-leaked-online/
http://csecybsec.com/download/zlab/20180723_CSE_APT27_Syria_v1.pdf
https://www.independent.co.uk/travel/news-and-advice/heathrow-airport-british-airways-flights-cancelled-passengers-it-problems-london-latest-a8454061.html
https://www.ptsecurity.com/ww-en/about/news/293957/
https://securityaffairs.co/wordpress/74586/cyber-crime/moneytaker-cyber-heist.html
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/727415/20180717_HCSEC_Oversight_Board_Report_2018_-_FINAL.pdf
https://www.moh.gov.sg/content/moh_web/home/pressRoom/pressRoomItemRelease/2018/singhealth-s-it-system-target-of-cyberattack.html
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180718-policy-unauth-access
https://securityaffairs.co/wordpress/74553/data-breach/robocent-s3-bucket-exposed.html
https://thehackernews.com/2018/07/apple-china-icloud-data.html
https://www.sec.gov/Archives/edgar/data/920148/000092014818000088/form8-kpr71618.htm
http://ongoingsecurity.com/news.php
https://www.kaspersky.com/blog/not-carbanak-source-code/23055/
https://blog.malwarebytes.com/threat-analysis/2018/07/magniber-ransomware-improves-expands-within-asia/?utm_source=twitter&utm_medium=social&utm_campaign=q2fy19
https://www.trustwave.com/Resources/SpiderLabs-Blog/DanaBot-Riding-Fake-MYOB-Invoice-Emails/


C
YB

ER
SE

C
U

R
IT

Y 
N

EW
S

TO
P

 S
TO

R
IE

S 
O

F 
JU

LY
 2

0
1

8

OngoingSecurity Av. Paulista 171, Andar 4 CEP 01.311-000 São Paulo (SP) BRASIL   E-mail: contactus@ongoingsecurity.com

▪ Jul-2018 | Globally Gas Stations are Extremely Vulnerable to IoT Cyber Attacks

▪ Jul-2018 | 21-Year-Old Creator of LuminosityLink Hacking Tool Pleads Guilty

▪ Jul-2018 | U.S. intel chief warns of devastating cyber threat to U.S. infrastructure

▪ Jul-2018 | Postmortem for Malicious Packages

▪ Jul-2018 | Grand Jury Indicts 12 Russian Intelligence Officers for Hacking Offenses Related to the 2016 Election

▪ Jul-2018 | Australia's Airport Security Threatened by Hack

▪ Jul-2018 | A WordPress SPAMbot Wants You to Bet on the 2018 FIFA World Cup

▪ Jul-2018 | GandCrab V4.0 Analysis: New Shell, Same Old Menace

▪ Jul-2018 | Cyrillic Characters Are Favorites for IDN Homograph Attacks

▪ Jul-2018 | Passwords for Tens of Thousands of Dahua Devices Cached in IoT Search Engine

▪ Jul-2018 | Defending Against the New VPNFilter Botnet

▪ Jul-2018 | Investigation into the use of data analytics in political campaigns Jul-2018

▪ Jul-2018 | Chinese Espionage Group TEMP.Periscope Targets Cambodia

▪ Jul-2018 | Organizations Leave Backdoors Open to Cheap Remote Desktop Protocol Attacks

▪ Jul-2018 | Advanced Mobile Malware Campaign in India uses Malicious MDM

▪ Jul-2018 | Coinvault, the court case

▪ Jul-2018 | I know what you did last summer - and also what you will be doing this one

▪ Jul-2018 | Malware Found in Arch Linux AUR Package Repository

▪ Jul-2018 | APT Attack In the Middle East: The Big Bang

▪ Jul-2018 | THE JULY 2018 SECURITY UPDATE REVIEW

▪ Jul-2018 | Hacker Steals Military Docs Because Someone Didn't Change a Default FTP Password

▪ Jul-2018 | Shutting down the BGP Hijack Factory

▪ Jul-2018 | Chinese Censorship Bug Caused iPhone Crashes when Receiving Taiwan Flag Emoji

▪ Jul-2018 | Certificates stolen from Taiwanese tech-companies misused in Plead malware campaign

▪ Jul-2018 | Metro's Cybersecurity Audit Kept Classified

▪ Jul-2018 | APT Trends Report Q2 2018

▪ Jul-2018 | DomainFactory Hacked-Hosting Provider Asks All Users to Change Passwords

▪ Jul-2018 | This $39 Device Can Defeat iOS USB Restricted Mode

▪ Jul-2018 | Hacker Steals $13.5 Million From Bancor Cryptocurrency Exchange

▪ Jul-2018 | HNS Botnet Recent Activities

http://ongoingsecurity.com/
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https://gbhackers.com/gas-stations-iot-cyber-attacks/
https://thehackernews.com/2018/07/luminositylink-hacking-tool.html
https://www.reuters.com/article/us-usa-russia-cyber-coats/u-s-intel-chief-warns-of-devastating-cyber-threat-to-u-s-infrastructure-idUSKBN1K32M9
https://eslint.org/blog/2018/07/postmortem-for-malicious-package-publishes
https://www.justice.gov/opa/pr/grand-jury-indicts-12-russian-intelligence-officers-hacking-offenses-related-2016-election
http://www.abc.net.au/news/2018-07-12/afp-investigating-airport-security-card-data-hack/9981796
https://www.imperva.com/blog/2018/07/a-wordpress-spambot-wants-you-to-bet-on-the-2018-fifa-world-cup/
https://www.fortinet.com/blog/threat-research/gandcrab-v4-0-analysis--new-shell--same-old-menace.html
https://www.bleepingcomputer.com/news/security/cyrillic-characters-are-favorites-for-idn-homograph-attacks/
https://www.bleepingcomputer.com/news/security/passwords-for-tens-of-thousands-of-dahua-devices-cached-in-iot-search-engine/
https://www.fortinet.com/blog/threat-research/defending-against-the-new-vpnfilter-botnet.html
https://ico.org.uk/media/action-weve-taken/2259371/investigation-into-data-analytics-for-political-purposes-update.pdf
https://www.fireeye.com/blog/threat-research/2018/07/chinese-espionage-group-targets-cambodia-ahead-of-elections.html
https://securingtomorrow.mcafee.com/mcafee-labs/organizations-leave-backdoors-open-to-cheap-remote-desktop-protocol-attacks/
https://blog.talosintelligence.com/2018/07/Mobile-Malware-Campaign-uses-Malicious-MDM.html
https://securelist.com/coinvault-the-court-case/86503/
https://blog.roysolberg.com/2018/07/airline-flights-leak
https://lists.archlinux.org/pipermail/aur-general/2018-July/034151.html
https://research.checkpoint.com/apt-attack-middle-east-big-bang/
https://www.zerodayinitiative.com/blog/2018/7/10/the-july-2018-security-update-review
https://www.bleepingcomputer.com/news/security/hacker-steals-military-docs-because-someone-didn-t-change-a-default-ftp-password/
https://dyn.com/blog/shutting-down-the-bgp-hijack-factory/
https://www.bleepingcomputer.com/news/security/chinese-censorship-bug-caused-iphone-crashes-when-receiving-taiwan-flag-emoji/
https://www.welivesecurity.com/2018/07/09/certificates-stolen-taiwanese-tech-companies-plead-malware-campaign/
https://www.washingtonpost.com/local/trafficandcommuting/metro-cybersecurity-audit-highlights-growing-concerns-at-agencies-across-the-country/2018/07/07/302048de-7e2f-11e8-b0ef-fffcabeff946_story.html?noredirect=on&utm_term=.3747faa1422c
https://securelist.com/apt-trends-report-q2-2018/86487/
https://thehackernews.com/2018/07/web-hosting-server-hack.html
https://blog.elcomsoft.com/2018/07/this-9-device-can-defeat-ios-usb-restricted-mode/
https://www.bleepingcomputer.com/news/security/hacker-steals-135-million-from-bancor-cryptocurrency-exchange/
https://blog.netlab.360.com/hns-botnet-recent-activities-en/
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▪ Jul-2018 | TIMEHOP SECURITY INCIDENT

▪ Jul-2018 | In cryptoland, trust can be costly

▪ Jul-2018 | Indian Banks Banned from Participating in Cryptocurrency-Related Transactions

▪ Jul-2018 | Smoking Guns - Smoke Loader learned new tricks

▪ Jul-2018 | Razer Website Goes Down After Facing DDOS Attacks

▪ Jul-2018 | Password-Guessing Was Used to Hack Gentoo Linux Github Account

▪ Jul-2018 | New Virus Decides If Your Computer Good for Mining or Ransomware

▪ Jul-2018 | Digital India Susceptible to Security Breaches

▪ Jul-2018 | Two-Thirds of Second-Hand Memory Cards Contain Data From Previous Owners

▪ Jul-2018 | CoinHive URL Shortener Abused to Secretly Mine Cryptocurrency Using Hacked Sites

▪ Jul-2018 | New Malicious Macro that Hijacks your Windows Desktop Shortcuts and Points to Download 
Malware

▪ Jul-2018 | Thermanator: Thermal Residue-Based Post Factum Attacks On Keyboard Password Entry

▪ Jul-2018 | Delving deep into VBScript

▪ Jul-2018 | Hamas Uses Fake Dating Apps to Infiltrate Israeli Military

▪ Jul-2018 | SSA-197012: Vulnerabilities in SICLOCK central plant clocks

▪ Jul-2018 | Security Advisory - Weak Algorithm Vulnerability in Some Huawei Products

▪ Jul-2018 | NSA Reports Data Deletion

▪ Jul-2018 | Glitch in Samsung Messages App Sends Photos to Random Contacts

▪ Jul-2018 | Iranian APT Poses As Israeli Cyber-Security Firm That Exposed Its Operations

▪ Jul-2018 | Breaking LTE on Layer Two

▪ Jul-2018 | Tech's "Dirty Secret": The App Developers Sifting Through Your Gmail

▪ Jul-2018 | Two Zero-Day Exploits Found After Someone Uploaded 'Unarmed' PoC to VirusTotal

▪ Jul-2018 | Hackers Using RIG Exploit Kit to Compromise Windows PC for Mining Crypto-Currency

▪ Jul-2018 | Typeform, Popular Online Survey Software, Suffers Data Breach

http://ongoingsecurity.com/
http://ongoingsecurity.com/
https://www.timehop.com/security
https://securelist.com/in-cryptoland-trust-can-be-costly/86367/
https://unhashed.com/cryptocurrency-news/indian-banks-banned-cryptocurrency-transactions/
https://blog.talosintelligence.com/2018/07/smoking-guns-smoke-loader-learned-new.html
https://thehackpost.com/razer-offline-down-ddos.html
https://wiki.gentoo.org/wiki/Github/2018-06-28
https://thehackernews.com/2018/07/cryptocurrency-mining-ransomware.html
https://www.infosecurity-magazine.com/news/digital-india-susceptible-to/
https://www.bleepingcomputer.com/news/security/two-thirds-of-second-hand-memory-cards-contain-data-from-previous-owners/
https://thehackernews.com/2018/07/coinhive-shortlink-crypto-mining.html
https://gbhackers.com/new-malicious-macro-shortcuts/
https://arxiv.org/pdf/1806.10189.pdf
https://securelist.com/delving-deep-into-vbscript-analysis-of-cve-2018-8174-exploitation/86333/
https://www.infosecurity-magazine.com/news/hamas-fake-dating-israeli-military/
https://cert-portal.siemens.com/productcert/pdf/ssa-197012.pdf
https://www.huawei.com/en/psirt/security-advisories/huawei-sa-20180703-01-algorithm-en
https://www.nsa.gov/news-features/press-room/statements/jun-28-2018-ufa-cdr-decision.shtml
https://www.reddit.com/r/GalaxyNote8/comments/8u7i13/so_s9s_have_been_sporadically_sending_the_entire/
https://www.bleepingcomputer.com/news/security/iranian-apt-poses-as-israeli-cyber-security-firm-that-exposed-its-operations/
https://alter-attack.net/
https://www.wsj.com/articles/techs-dirty-secret-the-app-developers-sifting-through-your-gmail-1530544442
https://thehackernews.com/2018/07/windows-adobe-zero-exploit.html
https://gbhackers.com/rig-exploit-kit/
https://www.typeform.com/data-breach-june-2018/
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Políticas, Normas e Procedimentos
GDPR
▪ Compliance
▪ Data Protection Officer

Military-Grade Security
▪ Segurança Interna e de 

Perímetro
▪ Hardening de Sistemas

Hacking Critical 
Infrastructure

Pentest
▪ Blackbox
▪ Hacking Critical 

Infrastructure
Vulnerability Assessment
▪ SaaS, 
▪ Onsite
▪ OnDemand

Multidimentional 
Attack Surface

Cybersecurity

Campanha de 
conscientização
▪ ISO/IEC 27002

ID
EN

TI
TY

 &
 A

C
C

ES
S 

M
A

N
A

G
M

EN
T Desenho do ciclo de vida de acesso

Análise Bottom-Up

Integração IDM/IAM com sistemas 
via:
▪ Adapters
▪ Webservices
▪ DB Connection

Processos de Acesso Lógico: 
▪ Concessão
▪ Revogação
▪ Alteração
▪ Suspensão
▪ Restauração
▪ Revisão 
▪ Recuperação de  Senhas

Análise de Segregação 
de  Funções

Definição de Papéis e 
Funções

Perfis de Acesso
▪ RBAC
▪ MAC
▪ DAC

SA
P

 S
EC

U
R

IT
Y

Pentest 

Vulnerability Assessment

Audit

Z-System Code Review

SOD 

Gap Analysis

Report

Compliance 

SE
R

V
IC

ES

Security Advisor

Visão Holística e abordagem 
▪ Estratégica
▪ Táctica
▪ Operacional 

IT Solutions

IS Solutions

Alocação de Talentos 
▪ Time & Material
▪ BodyShop
▪ Projetos
▪ Banco de horas

About us

http://ongoingsecurity.com/
http://ongoingsecurity.com/

