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“SEC  RITY”
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▪ Cryptocurrency Leaks Personal Information for Thousands of Investors

▪ NATO Won Cyber Defence Exercise Locked Shields 2018

▪ Oracle Weblogic Server POC(CVE-2018-2628)

▪ Analyzing Operation GhostSecret: Attack Seeks to Steal Data Worldwide

▪ Facebook Tracking PoC via Faasos

▪ Uber's Bug Bounty Program

▪ Telegram DOWN - Popular messaging app not working as major outage confirmed

▪ Long Prison Sentence for Man Who Hacked Jail Computer System to Bust Out Friend

▪ Supporting Same-Site Cookies in Firefox 60

▪ Two security experts discovered that the control panel of a Ski lift in Austria was exposed online without any 
protection

▪ PoC for a NTFS crash Windows7 & Windows10 versions

▪ NTLM Credentials Theft via PDF Files

▪ ISLAMIC STATE PROPAGANDA MACHINE HIT BY LAW ENFORCEMENT IN COORDINATED TAKEDOWN ACTION

▪ PoC Code Published for Triggering an Instant BSOD on All Recent Windows Versions

▪ Metamorfo Campaigns Targeting Brazilian Users

▪ Python-Based Malware Uses NSA Exploit to Propagate Monero (XMR) Miner

▪ "Rubella Macro Builder" Crimeware Kit Emerges on Underground

▪ Update to enable mitigation against Spectre, Variant 2

▪ Necurs Evolves to Evade Spam Detection via Internet Shortcut File

▪ WORLD'S BIGGEST MARKETPLACE SELLING INTERNET PARALYSING DDOS ATTACKS TAKEN DOWN

▪ Cyber Security Breaches Survey 2018

▪ Researchers Find Way to Create Master Keys to Hotels

▪ DDoS attacks in Q1 2018

▪ RESEARCHERS HACKED AMAZON'S ALEXA TO SPY ON USERS, AGAIN

▪ Ski lift shut down on the same day

▪ Hacker Hijacks DNS Server of MyEtherWallet to Steal $160,000

▪ Altaba, Formerly Known as Yahoo!, Charged With Failing to Disclose Massive Cybersecurity Breach

▪ VPN Leaks Found on 3 Major VPNs

▪ Vulnerability Disclosure: Tegra SoCs

▪ Portugal Joins NATO Cyber-Defence Centre

http://ongoingsecurity.com/
http://ongoingsecurity.com/
https://mackeepersecurity.com/post/cryptocurrency-leaks-personal-information-for-thousands-of-investors
https://ccdcoe.org/nato-won-cyber-defence-exercise-locked-shields-2018.html
https://github.com/brianwrf/CVE-2018-2628
https://securingtomorrow.mcafee.com/mcafee-labs/analyzing-operation-ghostsecret-attack-seeks-to-steal-data-worldwide/
https://www.youtube.com/watch?v=tnaHp8BvZ9g
https://medium.com/uber-security-privacy/uber-bug-bounty-update-fe9a1d59aee7
http://downdetector.com/status/telegram
https://www.bleepingcomputer.com/news/security/long-prison-sentence-for-man-who-hacked-jail-computer-system-to-bust-out-friend/
https://blog.mozilla.org/security/2018/04/24/same-site-cookies-in-firefox-60/
https://futurezone.at/digital-life/steuerung-von-tiroler-seilbahn-offen-im-netz-zugaenglich/400022290
https://github.com/mtivadar/windows10_ntfs_crash_dos
https://research.checkpoint.com/ntlm-credentials-theft-via-pdf-files/
https://www.europol.europa.eu/newsroom/news/islamic-state-propaganda-machine-hit-law-enforcement-in-coordinated-takedown-action
https://www.bleepingcomputer.com/news/microsoft/poc-code-published-for-triggering-an-instant-bsod-on-all-recent-windows-versions/
https://www.fireeye.com/blog/threat-research/2018/04/metamorfo-campaign-targeting-brazilian-users.html
https://www.fortinet.com/blog/threat-research/python-based-malware-uses-nsa-exploit-to-propagate-monero--xmr--.html
https://www.flashpoint-intel.com/blog/rubella-macro-builder/
https://support.microsoft.com/en-sg/help/4078407/update-to-enable-mitigation-against-spectre-variant-2
https://blog.trendmicro.com/trendlabs-security-intelligence/necurs-evolves-to-evade-spam-detection-via-internet-shortcut-file/
https://www.europol.europa.eu/newsroom/news/world%E2%80%99s-biggest-marketplace-selling-internet-paralysing-ddos-attacks-taken-down
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/702074/Cyber_Security_Breaches_Survey_2018_-_Main_Report.pdf
https://safeandsavvy.f-secure.com/2018/04/25/researchers-find-way-to-generate-master-keys-to-hotels/
https://securelist.com/ddos-report-in-q1-2018/85373/
https://threatpost.com/researchers-hacked-amazons-alexa-to-spy-on-users-again/131401/
https://www.bleepingcomputer.com/news/security/ski-lift-in-austria-left-control-panel-open-on-the-internet/
https://www.bleepingcomputer.com/news/security/hacker-hijacks-dns-server-of-myetherwallet-to-steal-160-000/
https://www.sec.gov/news/press-release/2018-71
https://www.vpnmentor.com/blog/vpn-leaks-found-3-major-vpns-3-tested/
http://misc.ktemkin.com/fusee_gelee_nvidia.pdf
https://www.securityweek.com/portugal-joins-nato-cyber-defence-centre
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▪ macOS App Can Detect Evil Maid Attacks

▪ Thai Airways Website Hacked

▪ Here are the 30 Red Bull websites that are hacked

▪ Transcription Service Leaked Medical Records

▪ Windows: WLDP CLSID policy .NET COM Instantiation UMCI Bypass

▪ ZLAB Malware Analysis Report - The Bandios malware suite

▪ New Orangeworm attack group targets the healthcare sector in the U.S., Europe, and Asia

▪ BeatCoin: Leaking Private Keys from Air-Gapped Cryptocurrency Wallets

▪ Internet Explorer Zero-Day Exploited in the Wild by APT Group

▪ SunTrust to Offer Free Identity Protection

▪ The Week in Ransomware - April 20th 2018 - Reveton Charges, GandCrab, and More

▪ Is Facebook's Anti-Abuse System Broken?

▪ Kaspersky Lab Rails Against Twitter Ad Ban

▪ Cisco SAML Authentication Vulnerability

▪ Website leaves database of medics wide open

▪ LinkedIn AutoFill Exposed Visitor Name, Email to Third-Party Websites

▪ A Google update just created a big problem for anti-censorship tools

▪ Cisco WebEx Clients Remote Code Execution Vulnerability

▪ Over 20,000,000 of Chrome Users are Victims of Fake Ad Blockers

▪ CLOUD CREDENTIALS: NEW ATTACK SURFACE FOR OLD PROBLEM

▪ 2018 Data Breach Investigations Report

▪ Comodo Cybersecurity's First Quarter 2018 Threat Report

▪ RSAC: The Five Most Dangerous New Attacks According to SANS

▪ Rockwell Automation Stratix and ArmorStratix Switches

▪ Users don't want iOS to merge with MacOS, Apple chief says

▪ Block Buster: How A Private Intelligence Platform Leaked 48 Million Personal Data Records

▪ iOS Trustjacking Attack Exposes iPhones to Remote Hacking

▪ FDA Wants Medical Devices to Have Mandatory Built-In Update Mechanisms

▪ A Sobering Look at Fake Online Reviews

▪ No boundaries for Facebook data: third-party trackers abuse Facebook Login

http://ongoingsecurity.com/
http://ongoingsecurity.com/
https://objective-see.com/products/dnd.html
https://web.archive.org/web/20180423234808/http:/webmail.thaiairways.com/index.html
http://www.zone-h.org/archive/ip=23.57.82.101?zh=1
https://krebsonsecurity.com/2018/04/transcription-service-leaked-medical-records/
https://bugs.chromium.org/p/project-zero/issues/detail?id=1514&q=
http://csecybsec.com/download/zlab/20180424_CSE_Bandios_malware_suite.pdf
https://www.symantec.com/blogs/threat-intelligence/orangeworm-targets-healthcare-us-europe-asia
https://cyber.bgu.ac.il/advanced-cyber/system/files/BeatCoin-final.pdf
https://www.bleepingcomputer.com/news/security/internet-explorer-zero-day-exploited-in-the-wild-by-apt-group/
http://newsroom.suntrust.com/2018-04-20-SunTrust-to-Offer-Free-Identity-Protection
https://www.bleepingcomputer.com/news/security/the-week-in-ransomware-april-20th-2018-reveton-charges-gandcrab-and-more/
https://krebsonsecurity.com/2018/04/is-facebooks-anti-abuse-system-broken/
https://www.infosecurity-magazine.com/news/kaspersky-lab-rails-against/
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180418-asaanyconnect
https://www.theregister.co.uk/2018/04/20/oh_baby_health_site_leaves_nrp_database_sitting_out_in_the_open/
https://lightningsecurity.io/blog/linkedin/
https://www.theverge.com/2018/4/18/17253784/google-domain-fronting-discontinued-signal-tor-vpn
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180418-wbs
https://blog.adguard.com/en/over-20-000-000-of-chrome-users-are-victims-of-fake-ad-blockers/
https://threatpost.com/cloud-credentials-new-attack-surface-for-old-problem/131304/
https://www.verizonenterprise.com/resources/reports/rp_DBIR_2018_Report_execsummary_en_xg.pdf
https://enterprise.comodo.com/comodo-2018-threat-research-q1report/
https://www.infosecurity-magazine.com/news/rsac-the-five-most-dangerous
https://ics-cert.us-cert.gov/advisories/ICSA-18-107-04
https://www.smh.com.au/technology/users-don-t-want-ios-to-merge-with-macos-apple-chief-says-20180416-p4z9t9.html
https://www.upguard.com/breaches/s3-localblox
https://www.bleepingcomputer.com/news/security/ios-trustjacking-attack-exposes-iphones-to-remote-hacking/
https://www.bleepingcomputer.com/news/government/fda-wants-medical-devices-to-have-mandatory-built-in-update-mechanisms/
https://krebsonsecurity.com/2018/04/a-sobering-look-at-fake-online-reviews/
https://freedom-to-tinker.com/2018/04/18/no-boundaries-for-facebook-data-third-party-trackers-abuse-facebook-login/
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▪ What Data Does Facebook Collect When I'm Not Using Facebook, and Why?

▪ Tens of thousands per Gram

▪ Critical Vulnerability Found in Majority of LG NAS Devices

▪ Leaking ads

▪ Avast's investigations of the CCleaner APT

▪ Ransomware XIAOBA Repurposed as File Infector and Cryptocurrency Miner

▪ 34 Tech Firms Sign Accord Not to Assist Government Hacking Operations

▪ Teen charged in Nova Scotia government breach says he had 'no malicious intent'

▪ A Review of Recent Drupal Attacks (CVE-2018-7600)

▪ GRIZZLY STEPPE - Russian Malicious Cyber Activity

▪ Advisory: Russian State-Sponsored Cyber Actors Targeting Network Infrastructure Devices

▪ Deleted Facebook Cybercrime Groups Had 300,000 Members

▪ GOOGLE PLAY BOOTS THREE MALICIOUS APPS FROM MARKETPLACE TIED TO APTS

▪ WhatsApp photo drug dealer caught by 'groundbreaking' work

▪ Chinese Mobile Device Maker ZTE Banned From Buying U.S. Goods

▪ Ransomware attack cost city $2.7 million, records show

▪ JavaScript SecureRandom() isn't securely random - many old web wallets affected

▪ Advisory: Russian State-Sponsored Cyber Actors Targeting Network Infrastructure Devices

▪ Android Apps for Kids

▪ TaskRabbit Takes Down App and Website After Getting Hacked

▪ Take Down 52.000 infected servers

▪ From Bangkok to Phuket, they cry out: Oh, Bucket! Thai mobile operator spills 46k people's data

▪ Hackers stole a casino's high-roller database through a thermometer in the lobby fish tank

▪ WINDOWS IIS 6.0 CVE-2017-7269 IS TARGETED AGAIN TO MINE ELECTRONEUM

▪ Unsafe Opcodes exposed in Intel SPI based products

▪ Roaming Mantis uses DNS hijacking to infect Android smartphones

▪ Uncovering Drupalgeddon 2

▪ Cybercriminals Earn Millions, And Spend It Wildly

▪ Microsoft engineer charged with money laundering linked to Reveton ransomware

▪ Full version of the speech by Director GCHQ at CYBERUK

http://ongoingsecurity.com/
http://ongoingsecurity.com/
https://newsroom.fb.com/news/2018/04/data-off-facebook/
https://securelist.com/tens-of-thousands-per-gram/85241/
https://www.vpnmentor.com/blog/critical-vulnerability-found-majority-lg-nas-devices/
https://securelist.com/leaking-ads/85239/
https://blog.avast.com/update-ccleaner-attackers-entered-via-teamviewer
https://blog.trendmicro.com/trendlabs-security-intelligence/ransomware-xiaoba-repurposed-as-file-infector-and-cryptocurrency-miner/
https://cybertechaccord.org/
http://www.cbc.ca/news/canada/nova-scotia/freedom-of-information-request-privacy-breach-teen-speaks-out-1.4621970
https://isc.sans.edu/forums/diary/A+Review+of+Recent+Drupal+Attacks+CVE20187600/23563/
https://www.us-cert.gov/sites/default/files/publications/JAR_16-20296A_GRIZZLY STEPPE-2016-1229.pdf
https://www.ncsc.gov.uk/content/files/protected_files/article_files/Russian State Sponsored Actor Advisory.pdf
https://krebsonsecurity.com/2018/04/deleted-facebook-cybercrime-groups-had-300000-members/
https://threatpost.com/google-play-boots-three-malicious-apps-from-marketplace-tied-to-apts/131214/
http://www.bbc.com/news/uk-wales-43711477
https://www.bleepingcomputer.com/news/security/chinese-mobile-device-maker-zte-banned-from-buying-us-goods/
https://www.wsbtv.com/news/local/atlanta/ransomware-attack-cost-city-27-million-records-show/730813530
https://davidgerard.co.uk/blockchain/2018/04/11/javascript-securerandom-isnt-securely-random-most-web-wallets-affected-and-the-bug-was-warned-of-five-years-ago/
https://www.ncsc.gov.uk/content/files/protected_files/article_files/Russian State Sponsored Actor Advisory.pdf
https://petsymposium.org/2018/files/papers/issue3/popets-2018-0021.pdf
https://www.bleepingcomputer.com/news/security/taskrabbit-takes-down-app-and-website-after-getting-hacked/
https://www.proofpoint.com/us/threat-insight/post/eitest-sinkholing-oldest-infection-chain
https://www.theregister.co.uk/2018/04/13/thai_mobile_operator_data_breach/
http://www.businessinsider.com/hackers-stole-a-casinos-database-through-a-thermometer-in-the-lobby-fish-tank-2018-4
https://f5.com/labs/articles/threat-intelligence/malware/windows-iis-60-cve-2017-7269-is-targeted-again-to-mine-electroneum
https://security-center.intel.com/advisory.aspx?intelid=INTEL-SA-00087&languageid=en-fr
https://securelist.com/roaming-mantis-uses-dns-hijacking-to-infect-android-smartphones/85178/
https://research.checkpoint.com/uncovering-drupalgeddon-2/
https://www.infosecurity-magazine.com/news/cybercriminals-earn-millions/
https://securityaffairs.co/wordpress/71425/cyber-crime/reveton-ransomware-suspect.html
https://www.gchq.gov.uk/sites/default/files/Director CyberUK2018 As Delivered.pdf
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▪ PowerHammer: Exfiltrating Data from Air-Gapped Computers through Power Lines

▪ New 'Early Bird' Code Injection Technique Discovered

▪ When Identity Thieves Hack Your Accountant

▪ Wallet hack: Exchange firm loses bitcoins worth Rs 20 crore in Delhi

▪ Uber Agrees to Expanded Settlement with FTC Related to Privacy, Security Claims

▪ Nation-State Attacks Take 500% Longer to Find

▪ Malware Distribution Campaign Has Been Raging for More Than Four Months

▪ Glitch in malspam campaign temporarily reduces spread of GandCrab

▪ UPnProxy: Blackhat Proxies via NAT Injections

▪ Security flaws in Siemens devices

▪ SAP Cyber Threat Intelligence report

▪ Internet healt Report

▪ APT Trends report Q1 2018

▪ Operation Parliament, who is doing what?

▪ Klepto Currency: Are Hackers Cryptojacking Your Processing Power?

▪ Brazilian Criminals Use HTTP Injectors to Gain Free Mobile Internet Access

▪ Warning: Your Windows PC Can Get Hacked by Just Visiting a Site!!!

▪ Vevo YouTube Channels Suffer Music Video Hack

▪ Home Secretary Announces Police Crackdown on Dark Web

▪ Facebook Offering $40,000 Bounty

▪ Stealing Credit Cards from FUZE over Bluetooth - CVE-2018-9119

▪ Adobe, Microsoft Push Critical Security Fixes

▪ Public services at the Caribbean island Sint Maarten shut down by a cyber Attack

▪ SirenJack: how activate sirens and trigger false alarms2018 Data Breach Investigations Report

▪ Cinema voucher-pusher tells customers: Cancel your credit cards, we've been 'attacked'

▪ CVE-2018-4878 Exploit Builder

▪ WORD ATTACHMENT DELIVERS FORMBOOK MALWARE, NO MACROS REQUIRED

▪ Critical Code Execution Flaw Found in CyberArk Enterprise Password Vault

▪ Debian Bug report logs - #894667 beep: CVE-2018-0492

http://ongoingsecurity.com/
http://ongoingsecurity.com/
https://arxiv.org/pdf/1804.04014.pdf
https://www.cyberbit.com/blog/endpoint-security/new-early-bird-code-injection-technique-discovered/
https://krebsonsecurity.com/2018/04/when-identity-thieves-hack-your-accountant/
https://timesofindia.indiatimes.com/city/delhi/wallet-hack-exchange-firm-loses-bitcoins-worth-rs-20-crore/articleshow/63738012.cms
https://www.ftc.gov/news-events/press-releases/2018/04/uber-agrees-expanded-settlement-ftc-related-privacy-security
https://www.infosecurity-magazine.com/news/nationstate-attacks-take-500/
https://www.bleepingcomputer.com/news/security/malware-distribution-campaign-has-been-raging-for-more-than-four-months/
https://isc.sans.edu/forums/diary/Glitch+in+malspam+campaign+temporarily+reduces+spread+of+GandCrab/23547/
https://www.akamai.com/us/en/multimedia/documents/white-paper/upnproxy-blackhat-proxies-via-nat-injections-white-paper.pdf
https://ics-cert.us-cert.gov/advisories/ICSA-18-067-01
https://erpscan.com/press-center/blog/sap-cyber-threat-intelligence-report-april-2018/#more-35713
https://d20x8vt12bnfa2.cloudfront.net/2018/ShortVersionInternetHealthReport_2018.pdf
https://securelist.com/apt-trends-report-q1-2018/85280/
https://securelist.com/operation-parliament-who-is-doing-what/85237/
https://www.infosecurity-magazine.com/opinions/hackers-cryptojacking-processing/
https://www.infosecurity-magazine.com/news/brazilian-criminals-use-http/
https://thehackernews.com/2018/04/windows-patch-updates.html
https://www.infosecurity-magazine.com/news/vevo-suffers-music-video-hack/
https://www.infosecurity-magazine.com/news/home-secretary-police-dark-web/
https://newsroom.fb.com/news/2018/04/data-abuse-bounty/
https://youtu.be/VGMwxSqZczE
https://krebsonsecurity.com/2018/04/adobe-microsoft-push-critical-security-fixes-12/
https://securityaffairs.co/wordpress/71236/hacking/sint-maarten-cyber-attack.html
https://www.sirenjack.com/
https://securityaffairs.co/wordpress/71236/hacking/sint-maarten-cyber-attack.html
https://www.sirenjack.com/
http://www.verizonenterprise.com/resources/reports/rp_DBIR_2018_Report_en_xg.pdf
https://www.theregister.co.uk/2018/04/09/cinema_voucher_biz_tells_customers_to_cancel_credit_cards_following_breach/
https://www.youtube.com/watch?v=cjPn1cQy_FE&feature=youtu.be
https://threatpost.com/word-attachment-delivers-formbook-malware-no-macros-required/131075/
https://thehackernews.com/2018/04/enterprise-password-vault.html
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=894667
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▪ Iran hit by global cyber attack that left U.S. flag on screens

▪ New Matrix Ransomware Variants Installed Via Hacked Remote Desktop Services

▪ Netskope Discovers ATMJackpot Siphoning Cash

▪ Don't Give Away Historic Details About Yourself

▪ Analysis of New Agent Tesla Spyware Variant

▪ Managing and Mitigating Security Vulnerabilities at Auth0

▪ Finland's 3rd Largest Data Breach Exposes 130,000 Users' Plaintext Passwords

▪ A totality - a full 100% - of web applications are vulnerable to hackers

▪ How to keep your ISP's nose out of your browser history with encrypted DNS

▪ FBI raids Backpage founders' homes in Arizona

▪ Fake Software Update Abuses NetSupport Remote Access Tool

▪ Computer system transcribes words users 'speak silently'

▪ New MacOS Backdoor Linked to OceanLotus Found

▪ Best Buy: Updates on [24]7.ai Cyber Incident

▪ Defend yourself from cybercrime with new Office 365 capabilities

▪ Statement on Data Security Incident

▪ APNewsBreak: US suspects cellphone spying devices in DC

▪ Secret Service Warns of Chip Card Scheme

▪ Multiple CVE reports published for the Spring Framework

▪ Meet VirusTotal Droidy, our new Android sandbox

▪ North Korea-Linked Lazarus APT suspected for online Casino assault

▪ Announcing Windows 10 Insider Preview Build 17639 for Skip Ahead

▪ Pocket cryptofarms

▪ Dot-cm Typosquatting Sites Visited 12M Times So Far in 2018

▪ Cisco Smart Install Remote Code Execution

▪ Latitude Technologies Current System Status

▪ Data on up to 87 million Facebook users shared with UK firm

▪ Microsoft: microcode revision guidance

▪ Hacking your brain(scan): security bugs in EEG software open hospitals to attack

▪ Korean cryptocurrency exchange boss arrested for fraud

http://ongoingsecurity.com/
http://ongoingsecurity.com/
https://www.reuters.com/article/us-iran-cyber-hackers/iran-hit-by-global-cyber-attack-that-left-u-s-flag-on-screens-idUSKBN1HE0MH
https://www.bleepingcomputer.com/news/security/new-matrix-ransomware-variants-installed-via-hacked-remote-desktop-services/
https://www.netskope.com/blog/netskope-discovers-atmjackpot-siphoning-cash/
https://krebsonsecurity.com/2018/04/dont-give-away-historic-details-about-yourself/
https://www.fortinet.com/blog/threat-research/analysis-of-new-agent-tesla-spyware-variant.html
https://auth0.com/blog/managing-and-mitigating-security-vulnerabilities-at-auth0/
https://thehackernews.com/2018/04/helsingin-uusyrityskeskus-hack.html
https://www2.trustwave.com/GlobalSecurityReport.html
https://arstechnica.com/information-technology/2018/04/how-to-keep-your-isps-nose-out-of-your-browser-history-with-encrypted-dns/
http://ongoingsecurity.com/website
https://www.fireeye.com/blog/threat-research/2018/04/fake-software-update-abuses-netsupport-remote-access-tool.html
https://news.mit.edu/2018/computer-system-transcribes-words-users-speak-silently-0404
https://blog.trendmicro.com/trendlabs-security-intelligence/new-macos-backdoor-linked-to-oceanlotus-found/
https://www.bestbuy.com/site/privacy-policy/247-ai-cyber-incident/pcmcat1522954594900.c?id=pcmcat1522954594900
https://blogs.office.com/en-us/2018/04/05/defend-yourself-from-cybercrime-with-new-office-365-capabilities/
http://searsholdings.com/update
https://apnews.com/d716aac4ad744b4cae3c6b13dce12d7e
https://krebsonsecurity.com/2018/04/secret-service-warns-of-chip-card-scheme/
https://spring.io/blog/2018/04/05/multiple-cve-reports-published-for-the-spring-framework
http://blog.virustotal.com/2018/04/meet-virustotal-droidy-our-new-android.html
https://securityaffairs.co/wordpress/71074/apt/lazarus-online-casino.html
https://blogs.windows.com/windowsexperience/2018/04/04/announcing-windows-10-insider-preview-build-17639-for-skip-ahead/
https://securelist.com/pocket-cryptofarms/85137/
https://krebsonsecurity.com/2018/04/dot-cm-typosquatting-sites-visited-12m-times-so-far-in-2018/
https://embedi.com/blog/cisco-smart-install-remote-code-execution/
http://latitudestatus.com/
https://www.afp.com/en/news/826/data-87-million-facebook-users-shared-uk-firm-doc-13p4d23
https://newsroom.intel.com/wp-content/uploads/sites/11/2018/04/microcode-update-guidance.pdf
https://arstechnica.com/information-technology/2018/04/hacking-your-brain-researchers-discover-security-bugs-in-eeg-systems/
https://www.zdnet.com/article/korean-cyrptocurrency-exchange-boss-arrested-for-fraud/
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▪ Compromised Magento Sites Delivering Malware

▪ Most Businesses Overlook One Common Mainframe Security Vulnerability

▪ Four Gas Pipeline Data Systems Shut Down as Cyberattack Hits

▪ Attacker Behavior Industry Report

▪ Pixel/Nexus Security Bulletin - April 2018

▪ Android Security Updates

▪ Fake AV Investigation Unearths KevDroid, New Android Malware

▪ FIN7 hackers stole credit and debit card information from millions of consumers who have purchased goods at 
Saks Fifth Avenue and Lord & Taylor stores

▪ Protecting users from extension cryptojacking

▪ Panerabread.com Leaks Millions of Customer Records

▪ US Govt Wants Nearly All Visa Applicants to Hand Over Personal Info

▪ How Cambridge Analytica's Facebook targeting model really worked

▪ HERE'S WHAT YOU SHOULD KNOW REGARDING OUR HIV STATUS DATA AND PRIVACY POLICY

▪ U.S. Department of Defense Kicks Off Fifth Bug Bounty Challenge With HackerOne

▪ Apple Plans to Use Its Own Chips in Macs From 2020, Replacing Intel

▪ OpenBSD 6.3

▪ A Trojan with Hidden Malicious Code Steals User's Messenger App Information

http://ongoingsecurity.com/
http://ongoingsecurity.com/
https://www.flashpoint-intel.com/blog/compromised-magento-sites-delivering-malware/
https://www.infosecurity-magazine.com/opinions/overlook-common-mainframe/
https://www.bloomberg.com/news/articles/2018-04-03/day-after-cyber-attack-a-third-gas-pipeline-data-system-shuts
https://info.vectra.ai/2018-abir
https://source.android.com/security/bulletin/pixel/2018-04-01
https://security.samsungmobile.com/securityUpdate.smsb
http://blog.talosintelligence.com/2018/04/fake-av-investigation-unearths-kevdroid.html
https://www.lordandtaylor.com/main/static_content.jsp?pageId=security-information-notice&site_refer=EML
https://blog.chromium.org/2018/04/protecting-users-from-extension-cryptojacking.html
https://krebsonsecurity.com/2018/04/panerabread-com-leaks-millions-of-customer-records/
https://www.infosecurity-magazine.com/news/us-government-wants-to-expand/
https://arstechnica.com/tech-policy/2018/04/how-cambridge-analyticas-facebook-targeting-model-really-worked/
https://grindr.tumblr.com/post/172528912083/heres-what-you-should-know-regarding-our-hiv
https://www.businesswire.com/news/home/20180402005247/en/U.S.-Department-Defense-Kicks-Bug-Bounty-Challenge
https://www.bloomberg.com/news/articles/2018-04-02/apple-is-said-to-plan-move-from-intel-to-own-mac-chips-from-2020
https://www.openbsd.org/63.html
https://blog.trustlook.com/2018/04/02/a-trojan-with-hidden-malicious-code-steals-users-messenger-app-information/
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Políticas, Normas e Procedimentos
GDPR
▪ Compliance
▪ Data Protection Officer

Military-Grade Security
▪ Segurança Interna e de 

Perímetro
▪ Hardening de Sistemas

Hacking Critical 
Infrastructure

Pentest
▪ Blackbox
▪ Hacking Critical 

Infrastructure
Vulnerability Assessment
▪ SaaS, 
▪ Onsite
▪ OnDemand

Multidimentional 
Attack Surface

Cybersecurity

Campanha de 
conscientização
▪ ISO/IEC 27002

ID
EN

TI
TY

 &
 A

C
C

ES
S 

M
A

N
A

G
M

EN
T Desenho do ciclo de vida de acesso

Análise Bottom-Up

Integração IDM/IAM com sistemas 
via:
▪ Adapters
▪ Webservices
▪ DB Connection

Processos de Acesso Lógico: 
▪ Concessão
▪ Revogação
▪ Alteração
▪ Suspensão
▪ Restauração
▪ Revisão 
▪ Recuperação de  Senhas

Análise de Segregação 
de  Funções

Definição de Papéis e 
Funções

Perfis de Acesso
▪ RBAC
▪ MAC
▪ DAC

SA
P

 S
EC

U
R

IT
Y

Pentest 

Vulnerability Assessment

Audit

Z-System Code Review

SOD 

Gap Analysis

Report

Compliance 

SE
R

V
IC

ES

Security Advisor

Visão Holística e abordagem 
▪ Estratégica
▪ Táctica
▪ Operacional 

IT Solutions

IS Solutions

Alocação de Talentos 
▪ Time & Material
▪ BodyShop
▪ Projetos
▪ Banco de horas

About us

http://ongoingsecurity.com/
http://ongoingsecurity.com/

